®
% | an EnerSys® company

EnVision™ Elite Controller

SNMP Integrator Guide

User Guide ID: 0350190-J0
Effective: 02/2025

Read this document carefully.
Learn how to protect your equipment from damage and fully understand its functions.



The material contained in this document is for information only and is subject to change without notice. Alpha®
reserves the right to make changes in the product design without reservation and without notification to its users.



Contents

[ Ao o U] = P PRSP PPPPPR 3
Iy Ao N =1 o] = PP PPP PRSP 4
R 151 9
2, INErOAUCTION.... .ot 12
2.1. PUrPOSE @Nd QUAIENCE. ......ceeeeiieiieieeiieitieit it e s e e e s e s e s e s e e e e e e e aeaaaaaaaaaaaaaaaaaaeeeeereraeeeeeenanes 12
2.2. Knowledge and PermMiSSIONS. ......ccuu ittt e ettt e e e e e e e e e s nen e e ee e e e e e e e e e nneeeeees 12

3. Using SNMP with the Controller..........ccccviiiiiiiiir - 13
3.1. Setting up the SNIMP @gent.........coo i e 13
3.2. Configuring the SNMP @gent..........oooi i 13
3.3. Configuring an SNMP destinatioN............cccuuiiiiiiiie e e e e e e e e 14
3.4. Configure an SNMP component refereNCe...........coccuiiiiiiiii e 16
3.4.1. Renumber component references by NAme............cccoveiiiiiiee e 17

3.5. Viewing the state of SNMP..........o e 17

G B 1= TT0 1Y T Y PRSP 17
I A o] (1o 1 o] o < TSR UPPRN 18
3.8. Performing @ MIB WALK ...ttt e e e e e e e e e e e e e e e s s e s raareeeaaeeeeannnnes 20
3.9. Downloading controller MIB fil€S............uuuiiiiiiiiii e 20

4. SNMP reference for the CONtroller..........ccoiiininiinir e ———————— 23
4.1, AlAIMS FEFEIEINCE. .....eii it e e e e e s anb e e e e e eaneeas 23
4.2, Alarm mapping EXAMPIE......ccouuiiiieiiiiie et e e e enees 36
4.3. Alarm history and alarm auditing.........ccoooueiiiii e 38
4.4, Alarms CONFIQUIATION. ... ....uuiiiiiiie e e e e e e e e e e e e e e e et aeeeeeaeeesesannrsrereeaaeeeas 38
4.5, Controller MIB fllES.......oi it ettt 40
4.6. SNMP MIB Fef@r@NCe.......ciiiiiiiiii ettt et e e ab e e sbe e e sbe e e sanee s 44
4.6.1. Controller iINfOrMatioN..........uuiiii e 47

4.6.2. Using the Alpha® FESOUICE MIB.. ..o i 54

4.6.3. Published SNIMP fields........cuoiiiiieiiiecie ettt ee et e e e s e e sneeeenneeeens 71

4.6.4. Published SNMP Get/Set fields........cccooiiiiiiiiiiie e 118

4.7. Differences between SNMP VEISIONS. .........cooiiiiiiiiiiiiie e 151

Page 2 0350190-J0 Rev A



SNMP Integrator Guide

List of Figures

Figure 3-1 SNMP agent configured for an SNMPV3 NMS...... ... 14
Figure 3-2 Notification destination table..............ooi e 16
Figure 3-3 Example of discovery using the MG-SOFT V10 SNMP t00l........cccooiiiiiiiiiiiiiiiiiiee e 17
Figure 3-4 Sample data for a controller SNMP notification............cccceeoiiiiiiiiiiiii e, 18
Figure 3-5 Example of a subtree MIB WALK on the MIB-2 system node............ccccceeoeeiiiiiiiieeiie e 20
Figure 3-6 SNMP configuration PAgE...........cocuiiieiiiiiie ettt et e e e e entee e e e snte e e e e snraeeeeenees 21
Figure 4-1 Example controller SNMP NOtifiCation............cooiiiiiiiiii e 23
Figure 4-2 Notification: Alarm aCtIVE..........ooiiiii e 37
Figure 4-3 Notification: AlGrmM ClEaI.........ei i e e 38
Figure 4-4 Table view of configuration list table for digital alarm..............cccoeeiii i, 39
Figure 4-5 Table view of configuration list table for threshold alarm ..............c...cccooiiiii e, 40
Figure 4-6 Field list for SNMPV2-MIB...........cooiiiiiiiiiiiiie ettt st e e e e e st aeeesanneees 44
Figure 4-7 Table from Alpha® Resource MIB...........coo i 45
Figure 4-8 Tables from Alpha® resource MIB...........coooiiiiiiiiii e 46
Figure 4-9 Tables from Alpha® FESOUICE MIBi.... ..o e 46
Figure 4-10 Table view for the ComponentTabIle.............ccoiiiiiiiiiiiiie e 61
Figure 4-11 Table view for the DataListTable............cccooiiiiiiiiiiie e 61
Figure 4-12 Table view for the DataTable...........ooo e e e 62
Figure 4-13 Sample query of system VOIAGE...........oeiiiiiiii e 62
Figure 4-14 Table view for the ComponentTable............c.ooo i 64
Figure 4-15 Table view for the ConfigurationListTable..............ccooiiiiiiiii e, 64
Figure 4-16 Table view for the configuration table...............ccoooiiiiiiiiiiic e 65
Figure 4-17 Sample set of float VOIAGE. .......c.ueiii i 65
Figure 4-18 Table view for the ComponentListTable............cooo e 66
Figure 4-19 Table view for the ConfigurationListTable..............ccooiiiii e, 66
Figure 4-20 Table view for the configuration table.............ccoooiiii i, 67
Figure 4-21 Sample set of rectifier module assignment rule............ccooooiiiiiiiiii i, 67
Figure 4-22 Table view for the ConfigurationChoiceList table...............ccoccciiiiiiiiii e, 68
Figure 4-23 Example: Available alarm type list.........oooiiiiiiiii e 69
Figure 4-24 Example: Available alarm liSt........ ... 69
Figure 4-25 Example: ACtiVe alert lISt..........eeii e 70

0350190-J0 Rev A Page 3



SNMP Integrator Guide

List of Tables

Table 3-1 SNMP IDs after selecting the Renumber Component References by Name button................. 17
Table 4-1 Alarm reference 1able..... ...t e e 24
Table 4-2 Digital alarm configuration fields............coo e e 39
Table 4-3 Threshold alarm configuration fields................oeviiiii i 39
Table 4-4 Controller information flat table...........cociiiiiii e 47
Table 4-5 Controller information full table............coooiiiiii e 47
Table 4-6 ComMPONENT liSt..... ...ttt ettt e e e e e e e e et e e e e e e e e e e e s annneeeeeeaaaeeeaaanas 55
Table 4-7 Data field tYPe....coo ettt e et e et e e e b e e e abaeeeeaas 59
JLE L (SR R I = = U 1 S SRR 60
Table 4-9 Configuration fIEld tYPE.........cii i e e e e e e e e e e 63
Table 4-10 Configuration ChOICE liSt..........ccooiuiiiiiiieee e e 68
Table 4-11 Alarm tyPe liSt. .ot et e e e e e e sttt e e e e e e e e e s e nnnreeeeaaeeeaaaaanns 69
Table 4-12 Configuration ChOICE liSt........coouiiiiiii e 71
Table 4-13 EnVision™ Elite controller SNMP IDs (component type 1)......cccoioiieiiiiiiiiiiiieeeeeee e, 72
Table 4-14 DC system peripheral SNMP IDs (component type 2).........ccooviiieiiiiiiiie i 77
Table 4-15 Cordex® 8R/8D ADIO peripheral SNMP IDs (component type 3)......ccccoveeeieeeeiiiiiciiiieeeeeeen 79
Table 4-16 Cordex® HP L-ADIO peripheral SNMP IDs (component type 3).......cccceecviieeiiiiiieeeiieee e 79
Table 4-17 Cordex® CXCi HP/M1 ADIO peripheral SNMP IDs (component type 3)........cccceevviieeeiiinnennn, 80
Table 4-18 Cordex® M1+ ADIO peripheral SNMP IDs (component type 3).......cccocoveeeriiiiiiiiiiiieee e 81
Table 4-19 Cordex® PSU module SNMP IDs (COMPONENT TYPE 3)..vviiiieieiiiiiieeeie e 82
Table 4-20 Cordex® HP HV-ADIO peripheral SNMP IDs (component type 3).......cccoeceveeiiiiereeiiiieee e 82
Table 4-21 Alpha® smart BDFB distribution system SNMP IDs (component type 3)........ccccccveeiriieeeennnne 83
Table 4-22 Alpha® smart E2 distribution panel SNMP IDs (component type 3)........ccocoeeeiiiiiieiiiiiieeennns 84
Table 4-23 Fan tray SNMP IDs (COMPONENt tyPe 3).....couuiiiiiiiiieeeiiiee et e 86
Table 4-24 Cordex® shunt multiplexer module SNMP IDs (component type 3)......ccccvveeeeeeeiiiicciiiieeeeeenn, 86
Table 4-25 Cordex® HP 6i-ADIO peripheral SNMP IDs (component type 3).......cccoeecviveeiiiieeeeiieee e 86
Table 4-26 FlexAir® thermal controller module SNMP IDs (component type 3)........coeeiiiiiiiiiiieieiieen 87
Table 4-27 Smart bypass SNMP IDs (component type 3).........ueiiiiiiiiiiiiiiiie e 87
Table 4-28 Rectifier module SNMP IDs (COMPONeNnt type 4).......ccuueeiiiiiiiiiiiiiiiiee e 88
Table 4-29 Converter module SNMP IDs (Component type 5)........uuviiiiiieeiiiiiiiiiieeeee e 89

Page 4 0350190-J0 Rev A



SNMP Integrator Guide

Table 4-30 Battery system SNMP IDs (component type 10)......cccouiiiiiiiiiiiieiiiieee e 89
Table 4-31 Shunt SNMP IDs (COMPONENT tYPE 13)....uuiiiiiiiie i e e e e 90
Table 4-32 SNMP destination SNMP [IDs (component type 14).........ccocccuiiiiiiieeeei i 91
Table 4-33 CAN bus SNMP IDs (COMpPoNent tYPe 15)...cccicuuiiiiiiiiiiie e eeaee e s 91
Table 4-34 Converter system SNMP IDs (component type 16).......cc.ueeeiiiiiiiiiiiiiiie e 91
Table 4-35 Inverter system SNMP IDs (component type 19).........ooiiiiiiiiiiie e 92
Table 4-36 Bypass switch SNMP IDs (component type 20)........cccooiiiiiiiiiiiieiiiieee e 97
Table 4-37 Delay timer SNMP IDs (COMPONENTt tyPe 21).....uviiiiiieiiiiicieeeeee e 97
Table 4-38 Interval timer SNMP IDs (component type 22).........cc.uuviieiiieeiieiiiiieeeee e 97
Table 4-39 Up counter SNMP IDs (cOMPOoNENnt tyPe 23)......cccuuiiieiiiiiiie e e e eiee e e e neee e e enees 97
Table 4-40 Down counter SNMP IDs (component type 24)..........ooeiiiiiiiiiiiieie e 98
Table 4-41 Custom data SNMP IDs (component type 25).........oeiiiiiiiiiiiiiiee e 98
Table 4-42 Current transducer module SNMP IDs (component type 26)...........occceeeriiiieeeiiiieeeeeiiieeeeee 98
Table 4-43 Breaker or fuse SNMP IDs (COMPONENt tYPE 27)......uvviiiiiiieeiiiiiciiiieeee e 98
Table 4-44 Line power system SNMP IDs (component type 31)........ccoociiiiiiiiiiieeiiiiiieeeee e 99
Table 4-45 Line power system module SNMP IDs (component type 32)........cccccveeviiieeeiiiiieee e 99
Table 4-46 Line power load SNMP IDs (component type 33).......cccuiuiiiiiiiiiieiiiieie e 100
Table 4-47 Distribution system SNMP IDs (component type 34)........c.oueiiiiiiiiiiiiiiieeeeee e 100
Table 4-48 Distribution panel SNMP IDs (component type 35).........ooiiiiiiiiiiiiiiiie e 100
Table 4-49 Distribution subsystem SNMP IDs (component type 36).......ccccceoiiiiiiiiiiiiieeeee e, 100
Table 4-50 Scheduled action SNMP IDs (component type 40).........oeeveeiiiiiiiiiiiiieeee e 101
Table 4-51 Alpha® FXM HP UPS module SNMP IDs (component type 41).......cccceecveveeeiiiiieeeiiieee e 101
Table 4-52 Change relay SNMP IDs (component type 43).......cccoiiiiiiiiiiiiiiiiieee e 102
Table 4-53 Change field SNMP IDs (Component type 44)........oocuueiiiiiiiiiiiiieiee e 102
Table 4-54 General purpose transducer module SNMP IDs (component type 48).........cccccevevviieeeennnnen. 102
Table 4-55 Change field to variable SNMP IDs (component type 49)........cccceeevieeeiiiiiciiiiieeeee e 102
Table 4-56 Battery string SNMP IDs (component type 50).......c..ueiieiiiiiieiiiiiiieeeiiiiee e esiieee e e streee e e sieeee e 103
Table 4-57 DC source system SNMP IDs (component type 52)........ccccociieiiiiiieiiiiiie e 103
Table 4-58 Basic DC source SNMP IDs (component type 53)......cccoiiuriiiiiiiiiiiiiiiiie e 104
Table 4-59 Legacy DC generator system SNMP IDs (component type 53)........cccoociiiiiineiiniiienenee, 104
Table 4-60 AC source system SNMP IDs (component type 56).........c..eeveiiiiiiiiiiiiiie e 104
Table 4-61 AC source SNMP IDs (COMPONENT tYPE 57)...uuueiiiieeeiiiiiieiieee et 104
Table 4-62 Legacy AC generator system SNMP IDs (component type 57).......ccceeeeiviieeeiiiiieeeeiciieeeeens 105

0350190-J0 Rev A Page 5



SNMP Integrator Guide

Table 4-63 Alpha® external maintenance bypass switch (XMBS) SNMP IDs (component type 62)........ 105

Table 4-64 AIpha® FXM HP UPS ADIO peripheral SNMP IDs (component type 63)........ccccccceveevnnnnene. 105
Table 4-65 Thermal system SNMP IDs (Component type 67).........covuuiiieiiiiiieeiiiiieeeeieeeessieeeeseieeee s 105
Table 4-66 Cordex® HP 3kW hyperboost converter module SNMP IDs (component type 69)................ 106
Table 4-67 Cordex® CXPS-HSS hyperboost system SNMP IDs (component type 70)........c.cccceeeennnne. 106
Table 4-68 AC generator system SNMP IDs (component type 74)........ceeeeiiiiiiieiiiieee e 108
Table 4-69 DC generator system SNMP IDs (component type 75).......ceeviveeiiiiiiciiiiiieeeee e 109
Table 4-70 Generator system start equation SNMP IDs (component type 76)........cccccevvvieveeeiciereeennen, 109
Table 4-71 Generator system stop equation SNMP IDs (component type 77)........ccooiiiioiieieieeeenniiinns 109
Table 4-72 Generator system start condition; Generator system stop condition SNMP IDs (component type
£ TSRS 110
Table 4-73 User SNMP IDs (component tyPe 79)........uuuiiiiiiiei it e e e e e 110
Table 4-74 Matrix™ distribution breaker panel SNMP IDs (component type 97).......ccccoevceeeiiiiereeeeneen. 110
Table 4-75 Environment manager system SNMP IDs (component type 99).........coooiiiiiiiieiiiniiiie 112
Table 4-76 Generic fan SNMP IDs (component type 100)........coocuuiiiiiiiiiiieiiee e 113
Table 4-77 Generic air conditioner unit SNMP IDs (component type 101).......cccceeiiiiiiiniiiieeiiieee e 113
Table 4-78 Lithium-ion battery modules SNMP IDs (component type 102).........c.ccevviiiiiieiiiiiineiiiieeeeans 114
Table 4-79 EnVision™ energy router SNMP IDs (component type 105)........ccccvveeeeeeiiiiiiiiiiieeeeee e 115
Table 4-80 EnVision™ energy router distribution subsystem SNMP IDs (component type 106)............ 115
Table 4-81 Cordex® HP protocol bridge peripheral SNMP IDs (component type 107)........ccccceeeiiiiinene 116
Table 4-82 Third-party lithium-ion battery module SNMP IDs (component type 108)...........cccccvvveeereeen.n. 117
Table 4-83 Third-party lithium-ion battery module SNMP IDs (component type 108)........ccccccvvevernnnnenn. 118
Table 4-84 Bluetooth device SNMP IDs (component type 110)........uuiiiiiieeiiiiiirieie e e 118
Table 4-85 EnVision™ Elite controller SNMP IDs (component type 1).......ccooeeeiiiiiiiiiiiieeeeeee e 119
Table 4-86 DC system SNMP IDs (COMPONENT tYPE 2)....ceeiiiiiieeiiiiiee et 122
Table 4-87 ADIO module SNMP peripheral IDs (component type 3).......cccuuuiiiiaiaeiiiiiieeee e 123
Table 4-88 FlexAir® thermal controller SNMP IDs (component type 3)......ceeeeiiiiiiiiiiie e 123
Table 4-89 Rectifier module SNMP IDs (COMpPonent type 4).......cc.ueeiiiiiiiie i 124
Table 4-90 AIpha® T2S inverter controller module SNMP IDs (component type 8).......ccccceeeveeviiiiiinnnen. 124
Table 4-91 Battery system SNMP IDs (component type 10).......coocuiieeiiiiireeiiiee e 124
Table 4-92 Disconnect SNMP IDs (component type 11)....ooeeiiiiiiiiieie e 125
Table 4-93 Load SNMP IDs (COomponent type 12).....ccouuiiiiiiiiiie e 126
Table 4-94 Shunt SNMP IDs (component type 13)....ccoiiiiiiiiiiiiee e 126

Page 6 0350190-J0 Rev A



SNMP Integrator Guide

Table 4-95 SNMP destination SNMP IDs (component type 14)........ccooiiiiiiiiiiie e 126
Table 4-96 CAN bus SNMP IDs (COMPONENT tyPE 15).....uumiiiiieeiiiiiieee e 127
Table 4-97 Converter system SNMP IDs (component type 16)..........ccccccuiiiiiiieeeeieiiiiiieeee e 127
Table 4-98 Digital user alarm SNMP IDs (component type 17)........oueeiiiiieeiiiiiie e 127
Table 4-99 Threshold user alarm SNMP IDs (component type 18).........ccoiiuiiiiiiiiiiiiiiieieeeee e 127
Table 4-100 Inverter system SNMP IDs (component type 19).....cccoiiiiiiiiiiiiiiiiiee e 128
Table 4-101 Bypass switch SNMP IDs (component type 20).........c.ueveiiiiiiieiiiiiie e 128
Table 4-102 Delay timer SNMP IDs (COMPONENt tYPE 21)....ccveiiiiiiiiiiiieeee e 128
Table 4-103 Interval timer SNMP IDs (component type 22)..........ceeviieeiiiiiiiiiiiiiieee e 129
Table 4-104 Up counter SNMP IDs (component type 23)........cccuiciiiieiiiiiieeiiiiieeeeiiee e eiee e 129
Table 4-105 Down counter SNMP IDs (component type 24).........coocuiiiiiiiiiii i 129
Table 4-106 Custom data SNMP IDs (component type 25).......ccoiiiiiiiiiiiiiiiiiee e 129
Table 4-107 Current transducer module SNMP IDs (component type 26)...........cceevviiieeiiiieneeeniieeeeee 130
Table 4-108 Breaker or fuse SNMP IDs (COmMpPoNent type 27).......ccocccuriiiiiiiee e 130
Table 4-109 Email destination SNMP IDs (component type 29)..........c.eeeeveieiiiiiiiiiiiiiieee e 131
Table 4-110 Auxiliary system SNMP IDs (component type 30)........cccoccuiieiiiiiireeiiiiieeeeieee e 131
Table 4-111 Line power system SNMP IDs (component type 31)......cccooiiiiiiiiiiiiiiiieie e 131
Table 4-112 Line power load SNMP [IDs (component type 33)........coouuiiiiiiiiiiiiiiieee e 132
Table 4-113 Distribution system SNMP IDs (component type 34).......c..coiiiiiiiiiiiiiieieieee e 132
Table 4-114 Distribution panel SNMP IDs (component type 35)........cccoiiiiiiiiiiieee e 132
Table 4-115 Distribution subsystem SNMP IDs (component type 36)............ccooiiiiiiiiiiieeeeeeiiicciieeeeeene. 132
Table 4-116 Reference load SNMP IDs (component type 37)......ccuevieiiiiiieeeiiiiie e 132
Table 4-117 Scheduled action SNMP IDs (component type 40)...........ooeiiiiiiiiiiiiiiee e 133
Table 4-118 Alpha® FXM HP UPS module SNMP IDs (component type 41).......coocoeeiiiiineiniineeeeen. 133
Table 4-119 Disconnect with time of day SNMP IDs (component type 42).........cccoocoveeiiiieneeniiiee e, 134
Table 4-120 Change relay SNMP IDs (component type 43)........coeviveiiiiiiiiiiieiieee e 134
Table 4-121 Change field SNMP IDs (COMPONENt tYPe 44)........ueeiiiiiiiiiee et siaeee e 134
Table 4-122 General purpose transducer module SNMP IDs (component type 48).........ccccceeeecvvreennen. 135
Table 4-123 Change field to variable SNMP IDs (component type 49)........coccviiiiiiiiiiiiiee e 135
Table 4-124 Battery string SNMP IDs (component type 50).........ccooiiiiiiiiiiiiiiiiiiiee i 135
Table 4-125 Timing relay SNMP IDs (Component type 51).....c..ueiiiiiiiiieiiiiie e 136
Table 4-126 DC source system SNMP IDs (component type 52).........cccccviiiiiiieeeiiiiiciiieeeeeee e 136
Table 4-127 Basic DC source SNMP IDs (component type 53)......cccuuiieiiiiiieiiiiiiieeeiiiee e siieee e svieee e 136

0350190-J0 Rev A Page 7



SNMP Integrator Guide

Table 4-128 Legacy DC generator system SNMP IDs (component type 53)........cccovviiiiiieiiiiiiiiniinnenn, 136
Table 4-129 Data subscription SNMP IDs (component type 54).........ccueeeeveiiiiiiiciiiiiieeee e 137
Table 4-130 Generic disconnect SNMP IDs (component type 55).........ceeveiiiiiiiiiiiiiiiiieee e, 137
Table 4-131 AC source system SNMP IDs (component type 56).........ccceiciiieeiiiiiieeiiiiiee e siieee e s siieee e 139
Table 4-132 AC source SNMP IDs (COMPONENTE YPE S7)....eeeiiiiiiiiiiiiiiiie e 139
Table 4-133 Legacy AC generator system SNMP IDs (component type 57)........ccoccovieiiiiiiiiniineeene, 139
Table 4-134 Scheduled time span SNMP IDs (component type 61)........ocoueiieiiiiiiiiiiiiee e 140

Table 4-135 Alpha® external maintenance bypass switch (XMBS) SNMP IDs (component type 62)..... 141

Table 4-136 Thermal system SNMP IDs (COMPONENt tYPE B7).....ccocuueieeiiiiiiieeiiiiieeeeriiee e seieee e e siieee e 141
Table 4-137 Battery disconnect with latching contactor SNMP IDs (component type 68)........................ 141
Table 4-138 Cordex® HP 3kW hyperboost converter module SNMP IDs (component type 69).............. 141
Table 4-139 Cordex® CXPS-HSS hyperboost system SNMP IDs (component type 70)..........ccccceeeenneee 142
Table 4-140 AC generator system SNMP IDs (component type 74)........ccoeeveeiiiiciiiiieieee e 142
Table 4-141 DC generator system SNMP IDs (component type 75).......ccccueeieiiiieiieiiiiiee e iiieeeeesieeea e 143
Table 4-142 Generator system start equation SNMP IDs (component type 76)........ccccccveveeviivneeeiinnnnn. 143
Table 4-143 Generator system stop equation SNMP IDs (component type 77).......cccceeeviiieieinniieneenne 143
Table 4-144 Generator system start/stop condition SNMP IDs (component type 78)..........cccceevieeennen 143
Table 4-145 Matrix™ distribution breaker panel SNMP IDs (component type 97).........cccccvevviieeeiiinennn. 144
Table 4-146 Syslog destination SNMP IDs (component type 98).........ccceeveieieiiiiiiiieee e, 144
Table 4-147 Environment manager system SNMP IDs (component type 99).........cccoceiiiiineeeiiieneeennen. 145
Table 4-148 Generic fan SNMP IDs (component type 100).......cc.uuiiiiiiiiieeiiiiiee e e e e 146
Table 4-149 Generic air conditioner unit SNMP IDs (component type 101).......cccooieiiiiiiniiiniieeeee, 146
Table 4-150 Website proxy SNMP IDs (component type 104 ).........coooiiiiiiiiiiiiieiiee e 146
Table 4-151 EnVision™ energy router SNMP IDs (component type 105).........ccceeeiiiiiiiiiiiiieeee e 146
Table 4-152 EnVision™ energy router distribution subsystem SNMP IDs (component type 106)........... 147
Table 4-153 Cordex® HP protocol bridge peripheral SNMP IDs (component type 107).........ccccveveeneee. 148
Table 4-154 Third-party lithium-ion battery module SNMP IDs (component type 108)..........ccccccceeeeennn. 150
Table 4-155 Third-party lithium-ion battery system SNMP IDs (component type 109).........ccccceviiieeenen 150
Table 4-156 Bluetooth device SNMP IDs (component type 110).........ooviiiiiiiiiiiiiiie e 151
Table 4-157 SNMPv1 traps versus SNMPV2 notification...........ccccceveee i 152

Page 8 0350190-J0 Rev A



1. Safety

Save these instructions: This document contains important safety instructions that must be followed
during the installation, servicing, and maintenance of the product. Keep it in a safe place. If there are any
questions regarding the safe installation or operation of this product, contact Alpha Technologies Ltd. or
the nearest Alpha® power system representative.

Safety wording and symbols

To reduce the risk of injury or death, and to ensure the continued safe operation of this product, the
following symbols have been placed throughout this document. Where these symbols appear, use extra
care and attention.

Attention: The use of attention indicates specific regulatory or code requirements that may affect
the placement of equipment or installation procedures. Follow the prescribed procedures to avoid
equipment damage or service interruption.

" Notice: A notice provides additional information to help complete a specific task or procedure or
general information about the product.

@ CAUTION: Cautions indicate the potential for injury to personnel.

Warning: Risk of serious injury or death. Equipment in operation poses a potential electrical
hazard which could result in serious injury or death to personnel. This hazard may continue even
when power is disconnected.

@ CAUTION: Risk of burns. A device in operation can reach temperature levels which could cause
burns.

General warning and cautions

1. Warning: You must read and understand the following warnings before installing the system and
its components. Failure to do so could result in personal injury or death.

oum

Warning: This system is designed to be installed in a restricted access location that is
inaccessible to the general public.

Avertissment: Ce systéme est congu pour étre installé dans un endroit a accés restreint
inaccessible au grand public.
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oum

Warning: This equipment is not suitable for use in locations where children are likely to be
present.

Avertissment: Cet équipement ne convient pas pour une utilisation dans des lieux ou des
enfants sont susceptibles d’étre présents.

» Read and follow all instructions included in this manual.
« Only trained personnel are qualified to install or replace this equipment and its components.

* Use proper lifting techniques whenever handling equipment, parts, or batteries.

Electrical safety

Warning: Hazardous voltages are present at the input of power systems. The DC output from
some UPS devices and batteries can have high voltage and high short-circuit current capacity
that may cause severe burns and electrical arcing.

Warning: Lethal voltages are present within the system. Always assume that an electrical
connection or conductor is energized. Check the circuit with a voltmeter with respect to the
grounded portion of the enclosure (both AC and DC) before performing any installation or removal
procedure.

Before working with any live battery or power system, follow these precautions:

* Remove all metallic jewelry, such as watches, rings, metal rimmed glasses, or necklaces.
» Wear safety glasses with side shields at all times during the installation.

» Use approved insulated hand tools. Do not rest tools on top of batteries.

* Do not work alone under hazardous conditions.

* A licensed electrician is required to install permanently wired equipment. Input voltages can range
up to 240 VAC. Ensure that the utility power is disconnected and locked out before performing any
installation or removal procedure.

» Ensure that no liquids or wet clothes come into contact with internal components.

» Hazardous electrically live parts inside this unit are energized from the batteries even when the AC
input power is disconnected.

+ Always assume electrical connections or conductors are live. Turn off all circuit breakers and
double-check with a voltmeter before performing installation or maintenance.
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« Place a warning label on the utility panel to warn emergency personnel that a reserve battery
source is present which will power the loads in a power outage condition or if the AC disconnect
breaker is turned off.

+ At high ambient temperature conditions, the internal temperature can be hot so use caution when
touching the equipment.

Battery safety

1. Warning: Follow battery manufacturer’s safety recommendations when working around battery
systems. Do not smoke or introduce an open flame when batteries (especially vented batteries)
are charging. When charging, batteries vent hydrogen gas, which can explode.

“D Notice: Read the material safety data sheet (MSDS) for any batteries used in the system before
installation. The MSDS provides important information including hazard identification, first aid
measures, handling and storage, and personal protective equipment (PPE).

 Never transport an enclosure with batteries installed. Batteries must only be installed after the
enclosure has been securely set in place at its permanent installation location. Transporting the
unit with batteries installed may cause a short circuit, fire, explosion, or damage to the battery
pack, enclosure and installed equipment.

« Servicing and connection of batteries must be performed by, or under the direct supervision of,
personnel knowledgeable of batteries and the required safety precautions.

« Batteries contain or emit chemicals known to cause cancer and birth defects or other reproductive
harm. Battery post terminals and related accessories contain lead and lead compounds. Wash
your hands after handling batteries.

+ Batteries are hazardous to the environment and should be disposed at a recycling facility. Consult
the battery manufacturer for recommended local authorized recyclers.
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2. Introduction

The purpose of this document is to provide simple and complete information on how to use EnVision™
Elite controller and software, along with Simple Network Management Protocol (SNMP). This guide
contains information on setup, configuration, and operation of SNMP using the controller.

2.1. Purpose and audience

The audience for this document are engineers, technicians, IT professionals, and network operation
personnel who are tasked with remote monitoring of the power system using SNMP. Users should be well
versed in SNMP as well as the network management, fleet management, remote monitoring, or network
operations center software and tools that will be used to monitor the controller.

2.2. Knowledge and permissions

Users should have a good working knowledge of, and access to, the following:

* SNMP monitoring software and tools.

* Network and port monitoring tools such as Wireshark.

+ Ethernet cables and TCP/IP settings needed to connect your computer to the controller.
« Current version of Google Chrome, Mozilla Firefox, Microsoft Edge, or Apple Safari.

» Power system or 3GPP interface that the controller currently controls.

« Controller administrator credentials and the appropriate level of permissions.
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3. Using SNMP with the controller
3.1. Setting up the SNMP agent

SNMP consists of three key components:

» Managed devices
» Agents

* Network management system (NMS)

A managed device is a node that has an SNMP agent. An agent is a software component that provides
device information using the SNMP protocol. An NMS collects data from SNMP agents, and then uses
that data to monitor and manage the associated devices.

To set up the SNMP agent on the controller, you need to know how the NMS accessing the controller is
set up.

There are three main things you need to know:

» What version of SNMP does the NMS use: SNMPv1, SNMPv2 or SNMPv3?
» Does the NMS use notifications or informs?

» What security settings the NMS is using?

3.2. Configuring the SNMP agent
To configure the SNMP agent:

1. From the main dashboard go to Controller > Communication > SNMP.

2. From the Configuration table, ensure the SNMP Agent is Enabled.
The device must be reset to complete the enable and disable SNMP Agent configuration.

If SNMP Agent is Discovery Only, the controller will be available to be discovered, but nothing
else. Object identifiers (OIDs) under controllerinfo (OID 1.3.6.1.4.1.7309.5.1) and MIB-2 system
(OID 1.3.6.1.4.1.7309.5.1) can be queried, as these are commonly used to discover and identify
devices.

3. If the SNMP client is allowed to set the configuration objects in the Configuration table (OID
1.3.6.1.4.1.7309.5.2.5.2), set SNMP Get and Set to Get And Set Allowed.

4. Enter the Read or Write Communities SNMP clients will be querying with in the Read
Communities and Write Communities tables. Read and Write Communities are used when using
SNMPv2.

If a query is made with a read community that does not match any of the configured Read
Communities, that query will not get a response.
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5. From the SNMPv3 Configuration table,
o For SNMPv1, set SNMPv3 Security to Disabled
o For SNMPv2, set SNMPv3 Security to Disabled

o For SNMPv3, set SNMPv3 Security to Enabled

6. Optional: If SNMPv3 Security is Enabled, and the Security Name is set to admin, the password
of the administrator account is the encryption key to secure the data transfer. In order to use
a different password from the administrator account, a new Security Name must be used. To
customize the encryption passwords, set the Security Name and select the buttons to Set
Authentication Password and Set Privacy Password. Also ensure the encryption protocols
match what the NMS is using. SNMPv3 supports message-digest 5 (MD5) or secure hash
algorithm (SHA) for authentication encryption protocol and data encryption standard (DES) or
advanced encryption standard 128 (AES-128) for privacy encryption protocol.

The webpage should look similar to the following figure.

Figure 3-1 SNMP agent configured for an SNMPv3 NMS

Dashboard = Power Flow + Controller = Systems « Modules Alarms = Logs «

# | Controlier | Communication / SCROLL TO VIEW

e S T
A SET AUTHENTICATION PASSWORD

& CLEAR AUTHENMTICATION PASSWORD

Mame & Value ¢

SNMP Agent Enabled Name % Value &

SHME Get I Get Allawed [e —

SNMP Get and Set Onily Get Allowed 4 EMT SNMPY3 Security Enabled % EDIT

Synchronize Alarm Parameters Disabled Security Name admin [',, EDIT

curity Name a [

UPS NIB System Encryption Pratocal Cradentials Use administrator account passward
Authentication Encryption Protocol MDS
Authentication Protocol Password - 0 VIEW
P toco DES ["_/, an]
Privacy Protocol Password o ViEw

3.3. Configuring an SNMP destination

To configure an SNMP destination:

1. From the main dashboard go to Controller > Communication > SNMP > SNMP Destinations
table.

2. On the Notification Destination line, select the Go To button.
3. From the Notification Destination table, ensure the following:

o The Destination is Enabled

> The IP Address is set to an appropriate machine name, IPv4 or IPv6 address.
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o The Community string is set to the value used by the NMS for SNMPv2.

> The Port is set to the port used by the NMS to receive notifications.

4. Ensure that the Notification Timeout is set to:
o For Traps and Notifications, set the Notification Timeout to 0 seconds.

o For SNMPv2 and SNMPv3 Informs, set the Notification Timeout to 5 or more seconds.

“D Notice: With SNMP Acknowledged Notifications, the SNMP agent waits for an
acknowledgment (ACK) from the NMS for every notification it sends. If the agent
does not get an acknowledgment within the timeout period, the SNMP agent will
retransmit the notification.

5. Ensure that the Notification Retries is set to a reasonable number (for example, between three
to five). Retries only apply to inform notifications that have a Notification Timeout value. The
number of retries should be small as they are only meant to make the delivery of notifications more
reliable.

6. Configure the Notification Resend Period if desired. This configuration forces traps to be resent
periodically until the alarm clears. This is non-standard TRAP behavior so use with caution - some
monitoring programs may not be compatible. Notification Timeout should be set to 0 in order for
the periodical resending of traps to work.

Once complete the Notification Destination table should look similar to the following figure.
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Figure 3-2 Notification destination table

SNMP Destination/3

Mame = Value =

Name -
Description -—-
Destination Enabled
IP Address
Community public
Port 162
Motification Timeout 0s
Motification Retries 3
Motification Type Unacknowledged
Motification Resend Period Om

3.4. Configure an SNMP component reference

Each component in the controller has a specific component reference number (SNMP ID) assigned the
first time it is created. Each controller may have a complex structure including, multiple inventory of the
same type or have multiple inventory of different types such as inverter systems, converter systems, or
DC systems.

For more complex controllers containing multiple inventories of the same type, it may be helpful to change
the component reference number so that other controllers with the same cloned configuration will have
the same SNMP component list structure. This helps especially when advanced scripting is used on the
NMS.

It is possible to change SNMP IDs for systems, ADIO modules, and custom data. It is important to ensure
any modified IDs do not conflict with each other. To configure these, go to Controller > Communication
> SNMP. The component reference numbers for each component are listed in the respective SNMP
Component Reference table. Before changing any of these IDs, ensure that the SNMP agent is enabled.
After changing an ID, it may take several minutes for the change to take effect as the controller rebuilds
the internal SNMP database.
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3.4.1. Renumber component references by name

The Renumber Component References by Name button (in each SNMP Component Reference table)
can be used as a quick solution to ensure controllers with the same cloned configuration have matching
reference numbers for a given component. For each component of the same type in the table, SNMP IDs
will be assigned consecutively according to the component name.

For example, consider a situation with two AC source systems (component type 56) named "My first
source" and "My second source", and one DC system (component type 2) named "My DC system". In
this case, after pressing the Renumber Component References by Name button in the System SNMP
Component Reference table, the AC source systems will have IDs 1 and 2 consecutively assigned
because they are the same component type, while the DC system will have ID 1 assigned, as there are
no other DC systems.

Table 3-1 SNMP IDs after selecting the Renumber Component References by Name button

Component name Component type Assigned SNMP ID
My DC system 2, DC system 1
My first source 56, AC source system 1
My second source 56, AC source system 2

3.5. Viewing the state of SNMP

The state of operation of SNMP on the controller can be viewed at Controller > Communication >
SNMP in the Configuration table. The information presented in the table can be used to determine
appropriate polling rates when reading data from the controller over SNMP. Last Response Number of
Values can help determine if too small of requests are being made. The controller can only respond to a
certain number of requests due to performance reasons, therefore making less frequent, larger requests
(via GET-BULK) can result in less throttling.

3.6. Discovery

SNMP discovery occurs by scanning IP address ranges for SNMP enabled devices, and then searching
the product identification fields for specific values. It is recommended that you use the SNMPv2-MIB
sysDescr field, to identify the controller. This field’s purpose is described in RFC 1213.

The sysDescr field identifies a controller as a Power Controller. The following data is an example value for
the sysDescr field:

Controller, SW v9.0 Dev 209, OS: v9.0, HW S1.11.P1, SN 5799854652

Figure 3-3 Example of discovery using the MG-SOFT V10 SNMP tool

* Remote SHMP Agent Discovery

o @ o] @| ot Ffoieas o .

System Mame | Swstem Address | Community | Frotocol | Part I Up Time | Contact F'ersonl System Location | Systemn Description
|i unknown

101.24.102 public SHMPv2e  1E1 1 days 00h:00m:025.00th  unknown unknawn Pawer Spstem Controller...
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“D Notice: If you can ping the controller, but are having trouble with SNMP discovery, check to

ensure that the controller’s SNMP agent is enabled.

“D Notice: If sysDescr starts with Discovery Only, this indicates that the controller is only available
for discovery, and not all information is able to be queried. For full functionality, ensure that the

controller’'s SNMP agent is enabled.

“D Notice: If SNMPv3 security is enabled, then the discovery tool must use the corresponding

authentication, encryption protocols, and settings.

3.7. Notifications

The controller supports two notification types:

» Active alarm notification

Both notifications share the same format, as defined in RFC 3877 - ALARM-MIB.

Cleared alarm notification.

Figure 3-4 Sample data for a controller SNMP notification

A alphaflarmActivestate
Message reception date: 2023-12-01
Message reception time: 5:08:42.257 PM
(53 Time starmp: 0 days 01h:01m:185.75th (367879)
A Message type: Motification (Trap)
Protocol version: SNMPv2c
Transport: IP/UDP
2 Agent
Address: 10.0.0.197
Port: 161
2 Manager
Address: 127.0.0.1
Port: 162
B= Community: public
1 Bindings (12)

@ Binding #1: sysUpTime.0 ** (TimeTicks) 0 days 01h:01m:185.79th (367379)

Binding #2:
9
Binding #3
9
Binding #4:
9
Binding #3:
& g
% Binding 6
% Binding 7
£ Binding #8
@ Binding #9

: snmpTrapQID.0 = (OBJECT IDENTIFIER) alphaAlarmActiveState

: alarmActiveMedelPointer ** (RowPointer) alarmModelEntry.20004.3
: alarmActiveRescurceld *** (Rescurceld) compenentListStaticMame. 1
: alarmModelState.20004.3 = (Unsigned32) 2

s alarmModelDescription. 20004.3 = (SnmpAdminString) DC System 48V @ Qutput Voltage High : Minar

: componentListstaticName.2.1 7 (OCTET STRING) DC Systern 48V/679
: componentListReference.2.1 ™ (Unsigned32) 1
: alarmSeverity ™ (Integer32) O

@ Binding #10: controllerinfolName = (OCTET STRIMG) Test Site 3
@ Binding #11: alarmCustomDescription ** (QCTET STRING) ---
@ Binding #12: alarmAdditionallnformation = (OCTET STRING) =:

The VarBind list includes the following:

Page 18
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» sysUpTime: Time ticks in tenth of a second since startup.
+ snmpTrapOID: Object identifier of the natification.

« alarmActiveModelPointer: Reference to the conceptual row in the AlarmModel table defining the
alarm.

- alarmActiveResourceld: Reference to the conceptual row indicating the source of the alarm.

« alarmModelState: A numeric value representing the state of the alarm. The following values are
possible:
> 0: Alarm Clear

> 1: Alarm Active (Warning)
o 2: Alarm Active (Minor)
> 3: Alarm Active (Major)
> 4: Alarm Active (Critical)
» alarmModelDescription: Verbose description of the alarm.
- componentListStaticName: Text name of the source of the alarm.
« componentListReference: Numeric ID assigned to the source of the alarm.
« alarmSeverity: Numeric ID that is user defined to support custom filtering and sorting.

“D Notice: alarmSeverity is mapped to Parameter 1 in the controller alarm definitions. This
type of generic name is used for alarm data that is needed for remote communication, but
not used for local alarm processing.

« controllerinfoName: Text name of the controller.
» alarmCustomDescription: User configurable text name of the alarm.

“D Notice: alarmCustomDescription is mapped to Parameter 2 in the controller alarm
definitions. This type of generic name is used for alarm data that is needed for remote
communication, but not used for local alarm processing.

- alarmAdditionallnformation: Generated content that provides additional information about some
alarms. The information is provided as a text value, with each piece of information separated by
two colons (::). The following information is provided:

> The physical location of a module, in the format bay-shelf-slot-channel. This is currently only
provided for line power modules.

o Details about what caused the alarm. This is currently only provided for line power modules.

+ A Test Notification button is available to test connectivity to the configured destinations. The test
notification has a reduced set of data points (VarBinds) populated with a unique set of information
to avoid confusion with a real notification. This item is not defined in any MIB as it is not intended to
be interpreted by a monitoring system.
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3.8. Performing a MIB WALK

To see information that is available once the Management Information Base (MIB) files are compiled
into the NMS, you can perform a MIB WALK. A MIB WALK through the ALPHA-RESOURCE-MIB (ARM)
provides a large amount of data, that may not be very meaningful.

A more effective way to get useful data would be to use the simplified MIBs such as the ALPHA-
RECTIFIER-MIB and ALPHA-CONVERTER-MIB because the information is laid out in an accessible,
linear form.

Also, modern SNMP software can WALK a subset of data, based on the starting point required. If a MIB

WALK is executed on a subtree, the MIB WALK stops once the end of that tree is reached.

Figure 3-5 Example of a subtree MIB WALK on the MIB-2 system node

~ MIB tree — Query results
) MIB Tree
£ ccitt s GNMP QUERY STARTED ===
i 1: sysDescr. 0 [DisplayString) Power System Controller, S v2.20 Dey 418, 05: w1.02 Aux 3, Hw! 52147483647.12147483647 P214745
- 2: sp:0bjectlD.0 (OBJECT IDENTIFIER] 1.3.6.1.4.1.7309.5 [31.2E. 33,28 36.2E.31.2E. 34 2E. 31 2E. 37 33.30.39.2E 35 [hew) Size = 18]
L) og 3 spsUpTime.0 TimeTicks] 1 daps 01hed7m 225, 73th (9284273)
(=) dod 4: spsCantact.0 (DisplayString] unknown [75.6E.6B.6E BF. 77 BE [hex]]
) internet 5: spsMame. 0 [DisplayString] unknown [75.6E.6B.6E.6F. 77 BE [hex]]
£ mamt E: spsLocation. O [DizplayString] unknown [75.8E.6B.BE .BF. 77 BE [hex]]
beo 7. spsServices O [INTEGER) O
i) Min- 8: [Loaded: SHMPw2-PARTY-MIB] sysORLastChange.0 (TimeStamp] O
[ system Start time : 24/06/2015 1:06:35 PM
I interfaces End time : 24/06/2015 1:06:33 PM
) at Duration : 3z 826ms
= e GNMP QUERY FINISHED ===
I iemp
I tep
I udp
I eap
] transmission
I5) snmp
3 alamMiB
I prvate
I snmpt2

" Notice: If using SNMPv1: a difference you may see in an SNMPv1 NMS is in the way it performs
a MIB WALK. SNMPv2 or SNMPv3 NMS perform a GETBULK command to WALK an MIB. An
SNMPv1 NMS performs a sequence of GETNEXT commands to WALK an MIB. The SNMPv1
WALK will expose the fact that the controller MIBs are sparsely populated in some areas. The
SNMPv1 WALK makes it look like the controller MIBs have more data values than expected, and
most of those values are empty. When doing a SNMPv1 WALK, it is necessary to filter out those
empty values.

3.9. Downloading controller MIB files

The controller can provide access to all MIBs needed to support SNMP functionality. Visiting the SNMP
page will show a button which initiates a download of all MIB files.

Page 20
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Figure 3-6 SNMP configuration page

Dashboard

#& / Controller j Communication / SMIM

4 DOWNLOAD MIBS

Fower Flow Controller =
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Systems Modules

Configuration

Mame Value ¥

SNMP Agent Discovery Only
SNMP Get and Set Only Get Allowed
Synchronize Alarm Parameters Disabled
UPS MIB System

As an alternative, visit the AIpha® website to download the latest version of the MIB files for the controller
are available (http://www.alpha.ca/web2/software-firmware-downloads). Some registration information is

required to access the page.

There are eight MIB files in the package to support various SNMP functionality to access data from the

controller.

+ ALARM-MIB file defines a list of outstanding alarms and log of alarms that have occurred and

have been cleared.

+ ALPHA-CONVERTER-SYS-MIB file defines the data objects of a converter system.

« ALPHA-NOTIFICATION-MIB file defines the notification objects available in the controller.

* ALPHA-RECTIFIER-SYS-MIB file defines the data objects of a DC system.

+ ALPHA-RESOURCE_MIB file defines all read and control objects available in the controller.

+ SNMP-TARGET-MIB file defines MIB objects which provide mechanisms to remotely configure the
parameters used by an entity for the generation of SNMP messages.
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+ SNMPv2-MIB file defines managed objects that describes the properties and behavior of a
SNMPV2 entity.

« UPS-MIB file defines the objects for an uninterruptible power supply (UPS) such as the Alpha®
FXM HP UPS module.
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4. SNMP reference for the controller

4.1. Alarms reference

The following figure shows controller SNMP noatifications.

Figure 4-1 Example controller SNMP noatification

A alphaflarmActivestate
Message reception date: 2023-12-01
Message reception time: 5:08:42.257 PM
(53 Time starmp: 0 days 01h:01m:185.75th (367879)
A Message type: Motification (Trap)
Protocol version: SNMPv2c
Transport: IP/UDP
2 Agent
Address: 10.0.0.147
Port: 161
2 Manager
Address: 127.0.0.1
Port: 162
B= Community: public
1 Bindings (12)
@ Binding #1: sysUpTime.0 ** (TimeTicks) 0 days 01h:01m:185.79th (367379)
@ Binding #2: snmpTrapQID.0 = (OBJECT IDENTIFIER) alphaflarmActiveState
@ Binding 23: alarmActiveMedelPointer ** (RowPointer) alarmModelEntry.20004.3
@ Binding #4: alarmActiveResourceld ** (Resourceld) componentlistStatichame. 1
G Binding #3: alarmModelState. 200043 ** (Unsigned32) 2
G Binding #6: alarmMaodelDescription.20004.3 ™ (SnmpAdminString) DC System 48V @ Qutput Voltage High : Minor
G Binding #7: componentListStaticMame.2.1 = (OCTET STRING) DC Systern 48V/679
@ Binding #&: componentlListReference.2.1 ™ (Unsigned32) 1
@ Binding £9: alarmSeverity ™ (Integer32) 0
@ Binding #10: controllerinfoMame ~ (QCTET STRIMG) Test Site 3
@ Binding #11: alarmCustomDescription = (OCTET STRING) ---
@ Binding #12: alarmAdditionallnformation = (OCTET STRING) ==

Although there are a number of VarBinds available for simple alarm mapping and matching, the Alarm
Model Pointer and the Alarm Resource ID provide access to a rich set of data. The Alarm Model Pointer
provides a pointer into the Alarm table where more details about the alarm are available. The Alarm
Resource ID provides a pointer to the resource or inventory item that the notification is about.

For example, if you had a Battery Disconnect and a Load Disconnect open at the same time, both
notifications would share the same Alarm Model Pointer of Disconnect Open, but one Alarm Resource
ID would point to the Battery Disconnect and the other Alarm Resource ID would point to the Load
Disconnect.

The following is a list of all possible alarms that exist in the controller. Due to the dynamic nature and
variable setup of a power system, the alarm list is potentially different when monitoring different setups.

For example, if you have two controllers, one controlling a rectifier system and another controlling a
converter system, the alarm lists for each one will not be identical. But even with the variable sets of
alarms available, a consolidated list of all alarms can provide a reference point to get information of any
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and all possible notifications coming out of the controller. This is because all alarms are defined with
unique identifying features that will not change or be duplicated.

Alarm severity is indicated by the last number in the assigned OID. The following table does not list all
possible alarm states. Reviewing the Alarm Model table using a SNMP tool will provide all instances of
possible alarms and their states.

* 1: Clear

» 2: Message
* 3: Minor

* 4: Major

* 5: Critical

As per the defined standards, all OID references to alarm models not only point to the entry of the model
in the table, but also to the corresponding state of that alarm.

Table 4-1 Alarm reference table

Component list | Alarm name

type

1 Controller: Clock Error 10001
1 Controller: CAN Devices in Bootloader 10002
1 Controller: ADIO Comms. Lost 10003
1 Controller: Unassigned Modules 10004
1 Controller: Temporary License Expired 10005
1 Controller: Required Feature License Missing 10006
1 Controller:Temporary License in Use 10007
1 Controller: Duplicate SNMP 1D 10008
1 Controller: Restart Required 10009
1 Controller: Disk Almost Full 10011
1 Controller: CAN Module Communication Lost Count High 10013
1 Controller: CAN Module Communication Lost Count Very High 10014
1 Controller: Remote Configuration Lockout Overridden 10015
1 Controller: System OS Upgrade in Progress 10016
1 Controller: Reserve Controller Failed 10017
1 Controller: Main Controller Failed 10018
1 Controller: Main Controller Ethernet Failure 10019
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

1 Controller: Controller Redundancy CAN Failure 10020
1 Controller: ADIO Redundancy Lost 10021
1 Controller: Maintenance Mode Active 10022
1 Controller: Bluetooth Connection Error 10023
2 DC System: AC Mains Voltage High 20001
2 DC System: AC Mains Voltage Low 20002
2 DC System: Urgent AC Mains Fail 20003
2 DC System: Output Voltage High 20004
2 DC System: Output Voltage Very High 20005
2 DC System: Output Voltage Low 20006
2 DC System: Output Voltage Very Low 20007
2 DC System: Invalid System Voltage Reading 20008
2 DC System: Battery on Discharge 20009

(Deprecated. Always return Inactive (0). Use Battery System: Battery on Dis-
charge alarm).

2 DC System: Rectifier Fail 20010
2 DC System: Rectifier Fail Count Very High 20011
2 DC System: Rectifier Fail Count High 20012
2 DC System: Rectifier Minor 20013
2 DC System: Rectifier Comms. Lost 20014
2 DC System: AC Mains Fail 20015
2 DC System: Fan Fail 20016
2 DC System: Battery Test 20017

(Deprecated. Always return Inactive (0). Use Battery System: Battery Test
alarm).

2 DC System: Temp. Comp. Measurement Fail 20018

(Deprecated. Always return Inactive (0). Use Battery System: Temp. Comp.
Measurement Fail alarm).
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type
2 DC System: Temp. Comp. Voltage Warning 20019

(Deprecated. Always return Inactive (0). Use Battery System: Temp. Comp.

Voltage Warning alarm).
2 DC System: Battery Runtime Low 20020
2 DC System: Battery Health Low 20021

(Deprecated. Always return Inactive (0). Use Battery System: Battery Health

Low alarm).
2 DC System: Rectifier Configuration Error 20022
2 DC System: Insufficient Capacity Remaining (Current) 20023
2 DC System: Insufficient Capacity Remaining (Power) 20024
2 DC System: Missing Rectifier 20025
2 DC System: Rectifier AC Fail Count High 20026
2 DC System: Rectifier AC Fail Count Very High 20027
2 DC System: Total Load Current High Alarm 20028
2 DC System: Total Load Current Very High Alarm 20029
2 DC System: Regulation Suspended Alarm 20030
3 ADIO: Ground Fault Resistance Low 30001
3 ADIO: Ground Fault Current High 30002
3 Fan Tray: Fan Fail Alarm 30003
3 ADIO: Ground Fault Earth Current High 30004
3 ADIO: Temperature Sensor #1 Failure 30101
3 ADIO: Temperature Sensor #2 Failure 30102
3 ADIO: Temperature Sensor #3 Failure 30103
3 ADIO: Temperature Sensor #4 Failure 30104
3 ADIO: Temperature Sensor #5 Failure 30105
10 Battery System: Battery Charge Current High 100001
10 Battery System: Battery Temperature High 100002
10 Battery System: Battery Temperature Low 100003

Page 26 0350190-J0 Rev A



SNMP Integrator Guide | 4 - SNMP reference for the controller

Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type
10 Battery System: Battery Breaker/Fuse Open 100004
10 Battery System: Midpoint #1 Unbalanced 100005

(Deprecated. Always returns Inactive (0). Use Battery String: Midpoint Unbal-

anced alarm).
10 Battery System: Midpoint #2 Unbalanced 100006

(Deprecated. Always returns Inactive (0). Use Battery String: Midpoint Unbal-

anced alarm).
10 Battery System: Battery Temperature Anomaly 100007
10 Battery System: Battery Test 100008
10 Battery System: Battery on Discharge 100009
10 Battery System: Temp. Comp. Measurement Fail 100010
10 Battery System: Temp. Comp. Voltage Warning 100011
10 Battery System: Battery Runtime Low 100012
10 Battery System: Battery Health Low 100013
1 Disconnect: Disconnect Inhibit 110001
11 Disconnect: Disconnect Pending 110002
1 Disconnect: Disconnect Active 110003
1" Disconnect: Disconnect Open 110004
11 Disconnect: Manually Closed 110005
11 Disconnect: Manually Opened 110006
12 Load: Load Voltage High 120001
12 Load: Load Current High 120002
12 Load: Load Breaker/Fuse Open 120003
12 Load: Load Voltage Low 120004
12 Load: Load Current Very High 120005
15 CAN Bus: Bus State Alarm 150001
15 CAN Bus: Max. CAN Devices Exceeded 150002
16 Converter System: Output Voltage Low 160001
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

16 Converter System: Output Voltage High 160002
16 Converter System: Converter Fail 160003
16 Converter System: Converter Major Fail Count 160004
16 Converter System: Converter Minor Fail Count 160005
16 Converter System: Converter Minor 160006
16 Converter System: Converter Comms. Lost 160007
16 Converter System: Input Voltage Fail 160008
16 Converter System: Converter Configuration Error 160009
16 Converter System: Converter Fan Fail 160010
16 Converter System: Output Voltage Very Low 160011
16 Converter System: Output Voltage Very High 160012
16 Converter System: Missing Converter 160013
16 Converter System: Total Load Current High 160014
16 Converter System: Total Load Current Very High 160015
17 Digital User Alarm: User-Defined 170001
18 Threshold User Alarm: User-Defined 180001
19 Inverter System: T2S Comms. Lost 190001
19 Inverter System: Inverter Comms. Lost 190002
19 Inverter System: Inverter Fan Failure 190003
19 Inverter System: Inverter Internal Error 190004
19 Inverter System: Inverter Restarts 190005
19 Inverter System: Inverter Overload 190006
19 Inverter System: Inverter Configuration Error 190007
19 Inverter System: Inverter Output Voltage Change in Progress 190009
19 Inverter System: Inverter Not Ready 190010
19 Inverter System: Inverter Temperature Derating 190011
19 Inverter System: Inverter Low Input Voltage Brownout 190012
19 Inverter System: Inverter Fan Life Elapsed 190013
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

19 Inverter System: Inverter Off 190014
19 Inverter System: Inverter AC Input Voltage Low 190015
19 Inverter System: Inverter AC Input Voltage High 190016
19 Inverter System: Inverter AC Input Error 190017
19 Inverter System: Inverter Frequency Out of Range 190018
19 Inverter System: Inverter DC Input Voltage Low 190019
19 Inverter System: Inverter DC Input Voltage High 190020
19 Inverter System: T2S Digital Input 1 190021
19 Inverter System: T2S Digital Input 2 190022
19 Inverter System: Redundancy Lost 190023
19 Inverter System: All Redundancy Lost 190024
19 Inverter System: System Overloaded 190025
19 Inverter System: Main Source Lost 190026
19 Inverter System: Secondary Source Lost 190027
19 Inverter System: T2S Fail 190028
19 Inverter System: T2S Log Nearly Full 190029
19 Inverter System: System Error 190030
19 Inverter System: Inverter Imminent Shutdown 190031
19 Inverter System: TUS Synchronization Error 190032
19 Inverter System: TUS Internal Error 190034
19 Inverter System: TUS Configuration Error 190035
19 Inverter System: T2S Refusing Commands 190037
19 Inverter System: Missing T2S 190038
19 Inverter System: Phase Output Real Power Overload 190039
19 Inverter System: Phase Output Apparent Power Overload 190040
20 Bypass Switch: Bypass Active 200001
27 Breaker or Fuse: Breaker/Fuse Open 270001
31 Line Power System: Input Voltage High Shutdown 310001
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

31 Line Power System: High Temperature Shutdown 310003
31 Line Power System: Temperature Warning 310004
31 Line Power System: Module Connection Error 310005
31 Line Power System: Channel Overvoltage Shutdown 310006
31 Line Power System: Channel Ground Fault Shutdown 310007
31 Line Power System: Channel Output Voltage Low Shutdown 310008
31 Line Power System: Channel Overcurrent Shutdown 310009
31 Line Power System: Channel Disabled 310010
31 Line Power System: Channel Current Sensor Shutdown 310011
31 Line Power System: Input Voltage Low Shutdown 310015
31 Line Power System: LP Module Comms. Lost 310016
31 Line Power System: Output Current Low 310017
31 Line Power System: Output Current High 310018
31 Line Power System: Output Power Low 310019
31 Line Power System: Output Power High 310020
31 Line Power System: Input Current (Est.) Low 310021
31 Line Power System: Input Current (Est.) High 310022
31 Line Power System: Input Power (Est.) Low 310023
31 Line Power System: Input Power (Est.) High 310024
31 Line Power System: Channel Fuse Shutdown 310025
31 Line Power System: Average Input Voltage Low 310026
31 Line Power System: Duplicate Shelf ID Detected 310027
31 Line Power System: Invalid Shelf ID Detected 310028
31 Line Power System: LP Module Configuration Error 310029
31 Line Power System: Missing LPS Module 310030
32 LP Module: Channel 1 Shutdown 320001
32 LP Module: Channel 2 Shutdown 320002
32 LP Module: Channel 3 Shutdown 320003
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

32 LP Module: Channel 4 Shutdown 320004
32 LP Module: Module Failure 320100
33 LP Load: Load Current Low 330001
33 LP Load: Load Current High 330002
33 LP Load: Load Power Low 330003
33 LP Load: Load Power High 330004
33 LP Load: Channel in Alert 330005
35 Panel: Breaker Trip 350001
35 Panel: Loss of Feed 350010
35 Panel: Overcurrent 350011
37 Referenced Load: Load Breaker/Fuse Open 370003
41 FXM HP System: Missing FXM HP 410001
41 FXM HP System: Low Battery 1 410002
41 FXM HP System: Low Battery 2 410003
41 FXM HP System: Low Battery + No Line 1 410004
41 FXM HP System: On Battery 410005
41 FXM HP System: Fan Failure 410006
41 FXM HP System: AC Input Frequency Low 410007
41 FXM HP System: AC Input Frequency High 410008
41 FXM HP System: Battery Breaker Open 410009
41 FXM HP System: AC Input Breaker Open 410010
41 FXM HP System: AC Output Overloaded 410011
41 FXM HP System: AC Output Short Circuit 410012
41 FXM HP System: Power Outage 410013
41 FXM HP System: Battery Temperature Probe Unplugged 410014
41 FXM HP System: Internal Temperature Fault 410015
41 FXM HP System: AC Output Voltage High 410016
41 FXM HP System: AC Output Voltage Low 410017

0350190-J0 Rev A

Page 31



SNMP Integrator Guide | 4 - SNMP reference for the controller

Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

41 FXM HP System: Battery Overvoltage 410020
41 FXM HP System: Battery Undervoltage 410021
41 FXM HP System: Battery Fail Fault 410022
41 FXM HP System: AC Input Backfeed Failure 410023
41 FXM HP System: Frequency Unknown 410024
41 FXM HP System: Inverter Cutoff Imminent 410025
41 FXM HP System: Bypass Mode On 410027
41 FXM HP System: Keep Alive Failure 410028
41 FXM HP System: Low Battery + No Line 2 410029
41 FXM HP System: Aux. Shutdown Imminent 410030
42 Disconnect With Exclusion: Disconnect Pending 420001
42 Disconnect With Exclusion: Disconnect Active 420003
48 General Purpose Transducer: XDCR Fail Input High 480001
48 General Purpose Transducer: XDCR Fail Input Low 480002
49 Change Field To Variable: Value Out of Range 490001
50 Battery System Battery String: Battery Temperature High 500001
50 Battery System Battery String: Battery Temperature Low 500002
50 Battery System Battery String: Battery Breaker/Fuse Open 500003
50 Battery System Battery String: Midpoint Unbalanced 500004
50 Battery System Battery String: Battery Temperature Anomaly 500005
50 Battery System Battery String: Battery Lifespan Exceeded 500006
50 Battery System Battery String: Battery Lifespan Close to Exceeded 500007
53 DC Source: Generator Status Mismatch 530001
53 DC Source: Generator Running Too Long 530002
54 Data Subscriptions: Communication Error 540001
55 Generic Disconnect: Disconnect Inhibit 550001
55 Generic Disconnect: Disconnect Pending 550002
55 Generic Disconnect: Disconnect Active 550003

Page 32 0350190-J0 Rev A



SNMP Integrator Guide | 4 - SNMP reference for the controller

Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

55 Generic Disconnect: Disconnect Open 550004
55 Generic Disconnect: Disconnect Manually Closed 550005
55 Generic Disconnect: Disconnect Manually Open 550006
57 AC Source: AC Fail 570001
57 AC Source: Urgent AC Falil 570002
57 AC Source: Generator Status Mismatch 570003
57 AC Source: Generator Running Too Long 570004
57 AC Generator: AC Fall 570001
57 AC Generator: Urgent AC Fail 570002
57 AC Generator: Generator Status Mismatch 570003
57 AC Generator: Generator Running Too Long 570004
62 XMBS Bypass Switch: Bypass Active 620001
62 XMBS Bypass Switch: Utility-Inverter Sync. Request Fault 620002
62 XMBS Bypass Switch: Bypass Hardware Fault 620003
67 Thermal System: Thermal Controller Comms. Lost 670001
67 Thermal System: Internal Temperature High 670002
67 Thermal System: Internal Temperature Low 670003
67 Thermal System: Cabinet Door Left Open 670004
67 Thermal System: Filter Replacement Required 670005
67 Thermal System: Fan Fail 670006
68 Battery Disconnect with Latching Contactor: Disconnect Inhibit 680001
68 Battery Disconnect with Latching Contactor: Disconnect Pending 680002
68 Battery Disconnect with Latching Contactor: Disconnect Active 680003
68 Battery Disconnect with Latching Contactor: Disconnect Open 680004
68 Battery Disconnect with Latching Contactor: Contactor State Error 680007
70 Hyperboost System: Battery Bus Voltage Low 700001
70 Hyperboost System: Battery Bus Voltage High 700002
70 Hyperboost System: Battery Bus Voltage Very Low 700003
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

70 Hyperboost System: Battery Bus Voltage Very High 700004
70 Hyperboost System: Load Bus Voltage Low 700005
70 Hyperboost System: Load Bus Voltage High 700006
70 Hyperboost System: Load Bus Voltage Very Low 700007
70 Hyperboost System: Load Bus Voltage Very High 700008
70 Hyperboost System: Missing Converter 700009
70 Hyperboost System: Battery Bus Input Voltage Fail 700010
70 Hyperboost System: Load Bus Input Voltage Fail 700011
70 Hyperboost System: Converter Comms. Lost 700012
70 Hyperboost System: Converter Fan Fail 700013
70 Hyperboost System: Converter Minor 700014
70 Hyperboost System: Converter Fail 700015
70 Hyperboost System: Converter Fail Count Very High 700016
70 Hyperboost System: Converter Fail Count High 700017
74 AC Generator: AC Fail 740001
74 AC Generator: Urgent AC Fail 740002
74 AC Generator: Generator Running Too Long 740003
74 AC Generator: Generator Startup Frequency High 740004
74 AC Generator: Generator Status Mismatch 740005
75 DC Generator: Generator Running Too Long 750003
75 DC Generator: Generator Startup Frequency High 750004
75 DC Generator: Generator Status Mismatch 750005
97 Matrix: Bus A Breaker on but not in Inventory 970001
97 Matrix: Bus A Breaker Overloaded 970002
97 Matrix: Bus A Breaker Trip 970003
97 Matrix: Bus A Overloaded 970004
97 Matrix: Bus A Overvoltage 970005
97 Matrix: Bus A Undervoltage 970006
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

97 Matrix: Bus B Breaker on but not in Inventory 970007
97 Matrix: Bus B Breaker Overloaded 970008
97 Matrix: Bus B Breaker Trip 970009
97 Matrix: Bus B Overloaded 970010
97 Matrix: Bus B Overvoltage 970011
97 Matrix: Bus B Undervoltage 970012
99 Environment Manager System: 24V Overvoltage 990001
99 Environment Manager System: 24V Undervoltage 990002
99 Environment Manager System: Shelter Door Open 990003
99 Environment Manager System: Cooling System Smoke Shutdown 990004
99 Environment Manager System: Economy Cooling Fail 990005
99 Environment Manager System: High Temperature 990006
99 Environment Manager System: Main Fail 990007
99 Environment Manager System: Test Mode 990008
100 Generic Fan: Fan Fault 1000001
101 Generic Air Conditioner: Air Conditioner Fail 1010001
105 Energy Router: Shelf Over Temperature Alert 1050007
105 Energy Router: Shelf Hardware Fault Alert 1050008
105 Energy Router: SSM Tripped Alert 1050009
105 Energy Router: SSM Hardware Fault Alert 1050010
105 Energy Router: SSM1 Tripped Alarm 1050131
105 Energy Router: SSM1 Hardware Fault Alarm 1050132
105 Energy Router: SSM1 Short Circuit Alarm 1050133
105 Energy Router: SSM1 Over Temperature Alarm 1050134
105 Energy Router: SSM1 High Current Alarm 1050135
105 Energy Router: SSM1 Turned Off Alarm 1050136
105 Energy Router: SSM1 Locked Out Alarm 1050137
105 Energy Router: SSM1 Invalid Config. Alarm 1050138
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Table 4-1 Alarm reference table (continued)

Component list | Alarm name

type

This pattern repeats for EnVision™ Smart Switch Modules (SSM) 2 to 12 by adding 10 to these IDs for each smart
switch module.

106 Energy Router Distribution Subsystem: Shelf Over Temperature 1060001
106 Energy Router Distribution Subsystem: Shelf Hardware Fault 1060002
106 Energy Router Distribution Subsystem: Average Input Voltage High 1060003
106 Energy Router Distribution Subsystem: Average Input Voltage Low 1060004
106 Energy Router Distribution Subsystem: Feeder Current Threshold Alarm 1060005
108 Third-party Li-ion Battery Module: Fully Charged 1080001
108 Third-party Li-ion Battery Module: Charged Blocked 1080002
108 Third-party Li-ion Battery Module: Failed 1080003
109 Third-party Li-ion Battery System: Battery Breaker/Fuse Open 1090001
109 Third-party Li-ion Battery System: Battery on Discharge 1090002
109 Third-party Li-ion Battery System: Battery Module State of Charge Low 1090003
109 Third-party Li-ion Battery System: Battery Recharge Delay 1090004
109 Third-party Li-ion Battery System: Fully Charged 1090005
109 Third-party Li-ion Battery System: Charged Blocked 1090006
109 Third-party Li-ion Battery System: Failed 1090007
110 Ace BattByte BLE: Voltage Imbalance 1100001
110 Ace BattByte BLE: Communication Lost 1100002
110 Ace BattByte BLE: Temperature High 1100003
110 Ace BattByte BLE: Temperature Low 1100004

4.2. Alarm mapping example

Here are two examples of a notification on the same alarm: one active and one clear. These show how
matching can be done.

Binding #2: Shows the type of notification: active or clear.

Binding #3: Is a row pointer to the alarm model of the alarm being reported. This pointer will always
point to the original alarm and its priority. It is recommended that this value is used for active and clear
notification matching.
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All other bindings are added to provide the details needed to identify and process the alarm being
reported.

Figure 4-2 Notification: Alarm active

A alphaflarmActivestate
Message reception date: 2023-12-01
Message reception time: 5:08:42.257 PM
(5 Time stamp: 0 days 01h:01m:185.75th (367879)
A" Message type: Motification (Trap)
Protecol version: SNMPwv2c
Transport: IP/UDP
& Agent
Address: 10.0.0.197
Port: 161
4 Manager
Address: 127.0.0.1
Port: 162
E= Community: public
1 Bindings (12)
@ Binding #1: sysUpTime.0 ** (TimeTicks) 0 days 01h:01rm:185.7%th (367373)
@ Binding #2: snmpTrap0ID.0 ** (OBJECT IDENTIFIER) alphaflarmActiveState
@ Binding #3: alarmActiveModelPointer ** (RowPointer) alarmModelEntry.20004.3
@ Binding #4: alarmActiveResourceld ** (Resourceld) componentlistStatichame. 1
% Binding #3: alarmModelState.20004.3 *** (Unsigned32) 2
£ Binding #6: alarmModelDescription.20004.3 *** (SnmpAdminString) DC System 48V : Cutput Voltage High : Minor
£ Binding #7: componentListStatichame.2.1*** (OCTET STRING) DC System 48V/679
£ Binding #8: componentListReference.2.1 *** (Unsigned32) 1
@ Binding #%: alarmSeverity = (Integer32) 0
@ Binding #10: controllerinfolame = (QCTET STRING) Test Site 3
@ Binding #11: alarmCustomDescription *** {(QCTET STRING) ---
@ Binding #12: alarmAdditionallnformation = (OCTET STRING) =2
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Figure 4-3 Notification: Alarm clear
A7 alphafAlarmClearState
Message reception date: 11/29/2018
Message reception time: 4:45:46.697 PM
() Time stamp: 2 days 01h:43m:30s.97th (17903097
A Message type: Motification (Trap)
Protocol version: SMMPv2c
Transport: IP/UDP
= Agent
Address: 10.1.8.34
Port: 161
4 Manager
Address: 10.1.24.120
Port: 162
= Community: public
1 Bindings (12)
@ Binding #1: sysUpTime.D = (TimeTicks) 2 days 01h:43m:50s.97th (17302007)
@ Binding #2: snmpTrapOID.0 *** (OBJECT IDENTIFIER) alphaAlarmClearState
@ Binding #3: alarmActiveModelPointer ** (RowPointer) 1.3.6.1.2.1.118.1,1.2.1.150001
@ Binding #4: alarmActiveResourceld = (Resourceld) 1.3.6.1.4.1.7309.5.2.1.2.1.15.1
@ Binding #5: alarmModel5tate. 1500017 = (Unsigned32) 1
@ Binding #6: alarmMeoedelDescription. 1300011 ** (SnmpAdminString) CAM Bus : Bus State Alarm : Message [43.414
&% Binding #7: componentListStaticName.15.1 = (OCTET STRING) CAN1
& Binding #8: componentListReference,15.1 ™ (Unsigned32) 1
@ Binding #9: alarmSeverity = (Integer32) 1
@ Binding #10: controllernfoMarme ** (OCTET STRING) Test Site 3
@ Binding #11: alarmCustomDescription *** (OCTET STRING) 42.75.73.20.52.43.20.34.20.41.6C.61.72.6D.65.20.64.27 E¥¢
@ Binding #12: alarmAdditicnallnformation ™ (OCTET STRING) =:

4.3. Alarm history and alarm auditing

Two tables defined by the ALARM-MIB are active alarms and cleared alarms. The active alarm table lists
the currently active alarms and allows an NMS to audit the alarms list to ensure that the NMS and the
controller have the same list of active alarms. The cleared alarm table lists the occurrence of an alarm
being cleared, including the time of the event. This cleared alarm list provides a historical log of events. If
an alarm toggles between active and cleared, each cleared event is logged.

Alarm ftransitions are recognized as a change of state between active and clear. However, alarms on

the controller can also go into an unknown state. This is particularly relevant at configuration time when
alarms are being added, removed, enabled, and disabled (for example, when a User Alarm is deleted).
When an active alarm is disabled or removed, the SNMP agent will treat the alarm as if it has cleared.
The SNMP agent will remove the alarm from the active table, and then add an entry to the cleared alarm
table.

When the controller is reset, the active and cleared alarm tables will be empty.

4.4. Alarms configuration

The AIpha® resource MIB provides access to the writable configuration fields for all controller and
components alarms. Using these configuration fields, the alarms properties such as alarm enable and
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priority can be changed remotely. Each alarm comes with a set of configuration fields that is accessible
through SNMP. To determine the base SNMP ID of an alarm, multiply the alarm OID by 100. For example:

The OID for controller: Clock Error Alarm is 10001; therefore, the base SNMP ID for Clock Error Alarm
configuration fields is 1000100.

There are two types of alarms: Digital and Threshold alarms.

Digital alarms

Table 4-2 Digital alarm configuration fields

Name SNMP ID Description
Alarm Processing Base SNMP ID Enable or disable alarm monitoring.
Alarm Priority Base SNMP ID + 1 Priority at which alarm should be reported. The value

can be Warning, Minor, Major, or Critical.

Parameter 1 Base SNMP ID + 2 A customizable user value to be used for filtering or oth-
er monitoring activities for alarm notifications. This corre-
lates to the SNMP Severity VarBind in the Alpha Notifica-
tion VarBind list.

Custom Name (Para- | Base SNMP ID + 3 A user definable alarm name that replaces the default
meter 2) alarm name on the user interface. It also appears in the
SNMP Custom Description VarBind in the Alpha Notifica-
tion VarBind list.

Figure 4-4 Table view of configuration list table for digital alarm

Instance configurationListReference(lDX)  configurationListMame configurationlistType  configurationListUnit
&1.100 1.100 Controller: Configuration Restore Points 5 (zere-length)
@1.1000100 1.1000100 Controller: Clock Error Alarm Processing 5 (zero-length)
@1.1000101 1.1000101 Controller: Clock Error Priority 5 (zero-length)
@1.100010?_ 1.1000102 Controller: Clock Error Pararmeter 1 1 (zero-length)
@1.1000103 1.1000103 Controller: Clock Error Custom Mame (Parameter 2) 4 (zere-length)
@1.1000200 1.1000200 Controller: CAN Devices In Bootloader Alarm Processing 5 (zero-length)
@1.1000201 1.1000201 Controller: CAN Devices In Bootloader Priority 5 (zero-length)
P PR, B, F . - B . .

Threshold alarms

Table 4-3 Threshold alarm configuration fields

Name SNMP ID Description
Alarm Processing Base SNMP ID Enable or disable alarm monitoring.
Alarm Priority Base SNMP ID + 1 Priority at which alarm should be reported. The value

can be Warning, Minor, Major, or Critical.

Parameter 1 Base SNMP ID + 2 A customizable user value to be used for filtering or oth-
er monitoring activities for alarm notifications. This corre-
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Table 4-3 Threshold alarm configuration fields (continued)

Name SNMP ID Description
lates to the SNMP Severity VarBind in the Alpha Notifica-
tion VarBind list.

Custom Name (Para- [ Base SNMP ID + 3 A user definable alarm name that replaces the default

meter 2) alarm name on the user interface. It also appears in the
SNMP Custom Description VarBind in the Alpha® Notifi-
cation VarBind list.

Limit Base SNMP ID + 4 The alarm will be active when the input is either above or
below this limit depending on if it is a high or low thresh-
old alarm.

Hysteresis Base SNMP ID + 5 Size of dead zone between activation and deactivation.

Figure 4-5 Table view of configuration list table for threshold alarm

Instance

2.2000100
22.2000101
:2.2000102
2.2000103
:2.2000104
:2.2000105
& 2.7000200
&2 200020
&3 3000202
&3 3000203

configurationListReference(IDX)  configurationListMame configurationListType  cenfigurationListUnit
2.2000100 DC Systern 48V : AC Input Voltage High Alarm Processing 5 (zero-length)
2.2000101 DC Systemn 48V : AC Input Voltage High Priority 5 (zero-length)
2.2000102 DC System 48V : AC Input Voltage High Parameter 1 1 (zero-length)
2.2000103 DC Systemn 48V : AC Input Voltage High Custom Name (Parameter 2) 4 (zero-length)
2.2000104 DC System 48V : AC Input Voltage High Limit 1 v

2.2000105 DC System 48V : AC Input Voltage High Hysteresis 1 v

2.2000200 DC Systern 48V : AC Input Voltage Low Alarm Processing 5 (zero-length)
2.2000201 DC Syster 48V : AC Input Voltage Low Priority 5 (zero-length)
2.2000202 DC Systern 48V : AC Input Voltage Low Parameter 1 1 (zero-length)
2.2000203 DC Syster 48V : AC Input Voltage Low Custom MName (Parameter 2) 4 (zero-length)

For additional information on how to set the values of configuration fields, refer to Configuration Field

Type List.

4.5. Controller MIB files

The MIB files used to monitor the controller are a combination of standard MIB files and vendor specific
MIB files. The vendor specific MIB files are tagged with the ALPHA- prefix.

+ SNMPv2-MIB extracted from RFC 3418

+ ALARM-MIB extracted from RFC 3877

* SNMP-TARGET-MIB extracted from RFC 3413
« ALPHA-NOTIFICATION-MIB

« ALPHA-RESOURCE-MIB

« ALPHA-RECTIFIER-SYS-MIB

« ALPHA-CONVERTER-SYS-MIB

» UPS-MIB extracted from RFC 1628
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SNMPv2-MIB

This MIB provides controller information allowing it to be easily identified as a network device. The
SNMP discovery feature in most NMS systems uses the data published through the SNMPv2-MIB for
discovering network devices. Refer to RFC 3418, or the MIB file, for a more detailed explanation.

ALARM-MIB

The controller takes advantage of the ALARM-MIB to define the structure and basic behavior of an Alarm
Notification. The following tables from the ALARM-MIB are used:

» Alarm model
» Alarm active

» Alarm clear.

This MIB defines the alarm modeling and auditing. The model table provides a list of alarms available on
the controller. The list follows the dynamic nature of the monitored systems and devices, and will add or

remove conceptual rows as alarms come in or out of availability. Refer to RFC 3877, or the MIB file, for a
more detailed explanation on alarm modeling.

Auditing for alarms can be done by looking at the Active Alarms and Cleared Alarms tables. Refer to
RFC 3877, or the MIB file, for a more detailed explanation on these tables.

“D Notice: The generic notification definition provided in the ALARM-MIB is not used by the
controller. The ALPHA-NOTIFICATION-MIB provides a more detailed VarBind list applicable to
power system monitoring.

“b Notice: For controllers using UPS-MIB such as A/pha® FXM HP UPS module, any changes to
the alarm status would send two notifications to the NMS. One notification is defined by ALPHA-
NOTIFICATION-MIB, and the second notification is defined by UPS-MIB. For a more detailed
description on the UPS-MIB notification, refer to RFC 1628.

SNMP-TARGET-MIB

The controller provides 10 SNMP destinations for the NMS to configure notifications reporting,
or notification subscriptions. Providing IP addresses of the NMS sets the controller to send alarm
notifications to these destinations. Refer to RFC 3413, or the MIB file, for a more detailed explanation.

The current implementation takes advantage of the following set of data for each destination:

« |IP address
« Time out (for acknowledged notifications)
* Retry count (for acknowledged notifications).
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Configuring an IP address will activate notifications for that target. Entering a timeout period greater then
zero will send notifications that require acknowledgment from the NMS to the controller (INFORM).

ALPHA-NOTIFICATION-MIB

This MIB provides two custom-defined notifications for alarm reporting:

« Active alarm
» Cleared alarm

The payload of the natification (VarBind list) provides all the details of the alarm and can be used for
filtering or monitoring specific alarms.

" Notice: Both definitions of the notification objects (active and cleared) carry the same VarBind
list. The two notifications were defined to allow easier filtering and matching of active and clear
notifications on the NMS.

ALPHA-RESOURCE-MIB

The Alpha® resource MIB is designed with forward compatibility in mind. Using database type table
design and data referencing, the MIB structure will allow dynamic additions of new components and data
to the controller without any changes to the MIB. See the section on SNMP reference for an SNMP table
indexing overview.

This MIB provides access to the information base of the controller. The major structures defined in the
MIB are:

» Controllerinfo: Controller level information.

+ Components: Objects that contain informational fields for data access. Objects such as systems
and devices as well as information groupings. For example, in the case where you have a DC
system with 10 rectifier modules, the table would include a row for the DC system and a row for
each individual rectifier module.

- DataFieldType: Data field types available from a specific component source. Data fields describe
a set of read-only data access. For example, with a DC system and 10 rectifier modules, the table
would present a list of available field types of a DC system and a rectifier module.

» DataFields: Data fields available from all component sources. Combine the unique index of the
DataFieldType row, along with the assigned ID of the component, to access this information.

« ConfigurationList: Configuration fields available from a specific component source.
Configuration fields describe a set of read-write data access. For example, with a DC system and
10 rectifier modules, the table would present a list of available configuration types of a DC system
and a rectifier module.

 ConfigurationFields: Configuration fields available from all component sources. Combine the
unique index of the ConfigurationFieldType: Row, along with the assigned ID of the component,
to access this information.
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« CommandFieldType: (Currently not supported. Reserved for future development.) command
field types available from a specific component source. Command fields describe a set of write-
only data access. For example, with a DC system and 10 rectifier modules, the table would present
a list of available command types of a DC system and a rectifier module.

« CommandpFields: (Currently not supported. Reserved for future development.) command fields
available from all component sources. Combine the unique index of the CommandFieldType row,
along with the assigned ID of the component to access this information.

 ConfigurationChoicelList: Configuration choices provide lists of string values for the State data
type configuration fields.

ALPHA-RECTIFIER-SYS-MIB

For small systems with a single DC system monitored by the controller, the ALPHA-RECTIFIER-SYS-
MIB provides a flat list of the most common data points used. Refer to the MIB for details of data points
available.

“P Notice: This MIB does not provide any information in the case there are multiple DC systems
monitored by the controller. The ALPHA-RESOURCE-MIB is the source of data for multiple
systems monitoring.

ALPHA-CONVERTER-SYS-MIB

For small systems with a single converter system monitored by the controller, the ALPHA-CONVERTER-
SYS-MIB provides a flat list of the most common data points used. Refer to the MIB for details of data
points available.

“D Notice: This MIB does not provide any information in the case there are multiple converter
systems monitored by the controller. The ALPHA-RESOURCE-MIB is the source of data for
multiple systems monitoring.

UPS-MIB

The controller takes advantage of the UPS-MIB to define the structure and basic behavior of a UPS
system. The following tables from the UPS-MIB are supported:

« Device Identification
* Battery

* Input

* Output

* Alarm

» Well Known Alarm

« Traps Notification.
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The tables provide a list of UPS specific objects available on the controller. Refer to RFC 1628, or the
UPS-MIB file, for a more detailed explanation and specification of the supported objects.

" Notice: For controllers using UPS-MIB such as A/pha® FXM HP UPS, any changes to the
alarm status would send two notifications to the NMS. One notification is defined by ALPHA-
NOTIFICATION-MIB, and the second notification is defined by UPS-MIB. For a more detailed
description on the UPS-MIB notification, refer to RFC 1628.

4.6. SNMP MIB reference

Along with basic presentation of data in flat tables, the controller takes advantage of some of the more
sophisticated features of the SNMP protocol. For example, augmented tables and table indexing
methods. There is extensive use of augmented tables and external table indexes in both the predefined
standard MIBs and the Alpha® MIBs. This section provides details of these features to help you use
SNMP.

Flat tables

Flat tables are the simplest and most commonly used technique of presenting a set of related data. The
word table is not the most accurate way to describe this structure. It is closer to a folder containing a set
of non-iterative data fields.

Data retrieval is a simple GET of the OID of interest. The following image shows a list of fields presented
in the system folder as described by the SNMPv2-MIB. The highlighted field is accessed by using OID:
1.3.6.1.2.1.1.1

Figure 4-6 Field list for SNMPv2-MIB
=l I mib-2
=1 spstem

5 sysDesor

@ suzbiject!D
@ zzlpTime
& sysContact

& sysMame
& sysLocation

& sysServices
@ szlRLaztChange
£ sys0RTable

Tables

In the following figure, the highlighted folder at the bottom of the image is a representation of a standard
table with a set of columns and dynamic range of conceptual rows. Just like a flat table, each column
has an OID to get access to the represented data. The additional variable are the possibility of multiple
instances of rows that the table can have.

The highlighted folder, called the TableEntry, represents a conceptual row or instance of the row with the
fields within the folder as columns of the table.
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Data access of the column within a particular row will need to contain the combination of the Entry OID,
column index and row index. For example, to access the name of the data held in the third row of the

table, the OID combination is:
(Entry OID) 1.3.6.1.4.1.7309.5.1.100.1 + (Column Index) 2 + (Row Index) 3

Figure 4-7 Table from Alpha® Resource MIB

= [ contrallerdnfo

& contrallerdnfo ame

& controller nfoD escription

& controllernfoS oftwarelersion

@ controller nfold perating S ystemiyy erzion

& contrallernfoH ardvarely ersion

= IE3 controllerlnfaT able

= £ contrallernioT ableE ntry
@ controller nfoT ablelndex
\:@ controller nfoT ablet ame
@ controller nfoT ableStringt alue
&9 contrallernfaT ableUnit
@ controller nfoT ableMurnbery alue

Augmented tables

Augmented tables describe the relationship between two or more tables whose conceptual rows have
a one to one relationship with each other. A row in one table directly extends a row in another table and
uses the same row index.

Tables with external indexes

Data access from tables that have multiple indexes or multiple external indexes, use the same index
manipulation as described above. The MIB file would define the table with details of indexes used to
access the data. The only difference in accessing this type of table is the additional process of putting the
required indexes together.

) Notice: The order of the indexes must match the order described in the defining MIB. The use of
multiple external, or internal indexes, follows the general pattern of database tables using private
and foreign keys.

The following figure shows three tables from the Alpha® resource MIB that have index dependencies. The

dataTable has dependencies from the componentListTable and from the dataListTable as described in
its properties, which is shown in the following figure.
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Access of information available in the dataTable would use the following index calculation:

Figure 4-8 Tables from Alpha® resource MIB
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Figure 4-9 Tables from Alpha®
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(dataEntry OID) 1.3.6.1.4.1.7309.5.2.3.2.1 + (dataListReference) + (componentListReference)

Page 46

0350190-J0 Rev A



SNMP Integrator Guide | 4 - SNMP reference for the controller

4.6.1. Controller information

The Controller Information table provides access to basic controller information, along with providing
future development support without the requirement of a new MIB. The table base designed allows for
additional data points to be added to the list without the need for additions to the MIB file.

The following table presents the list of common data available from the controllerinfo “flat” table.

Table 4-4 Controller information flat table

oID Name Description

1.3.6.1.4.1.7309.5.1.1.0 | controllerinfoName User configurable text name of the controller.
1.3.6.1.4.1.7309.5.1.2.0 | controllerinfoDescription User configurable description of the controller.
1.3.6.1.4.1.7309.5.1.3.0 | controllerinfoSoftwareVersion Software version of the controller application.

1.3.6.1.4.1.7309.5.1.4.0 | controllerinfoOperatingSystemVer- | Operating system version number.

sion
1.3.6.1.4.1.7309.5.1.5.0 | controllerinfoHardwareVersion Hardware version number.
1.3.6.1.4.1.7309.5.1.100.1| controllerExtInfoTable Table for additional controller information.

Controller information table
Table Base OID is: 1.3.6.1.4.1.7309.5.1.100.1

The controllerExtinfoTable full table provides additional controller information that are not part of the flat
table. The following list shows the base line OID for the row of the table along with description of the data
presented in that row.

Table columns:

+ 1. controllerinfoTableIndex

+ 2. controllerinfoTableName

« 3. controllerinfoTableStringValue
* 4. controllerinfoTableUnit

« 5. controllerinfoTableNumberValue

Table 4-5 Controller information full table

Row ID Name Description

1 Controller Name User configurable name of the controller.

2 Controller Description User configurable description of the controller.

3 Software Version Software version currently installed on the controller.
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Table 4-5 Controller information full table (continued)

Row ID Name Description

4 Site Number User configurable number of the site.

5 Technical Support Contact Number Phone number to call for technical support.

6 Contact Name User configurable data.

7 Contact Number User configurable data.

8 Configuration File Identifier User configurable data.

9 Street User configurable data.

10 City User configurable data.

11 Zip Code/Postal Code User configurable data.

12 Region/State/Province User configurable data.

13 Country User configurable data.

14 Latitude User configurable data.

15 Longitude User configurable data.

16 Altitude User configurable data.

17 Serial Number Serial number of the controller.

18 Part Number Part number of the controller.

19 Remote Configuration Lockout Status Current state of the remote configuration lockout.

20 Lockout Override Time Remaining Time remaining in remote configuration lockout

override.

21 Controller Redundancy: Reserve Controller | The status of the reserve controller.
Status

22 Controller Redundancy: Reserve Controller | The communication status of the reserve controller.
Communication Status

23 Controller Redundancy: Main Controller Sta- | The status of the main controller.
tus

24 Controller Redundancy: Main Controller The communication status of the main controller.
Communication Status

25 Controller Redundancy: Time of Last Config- | Last time the configuration synchronized between
uration Sync. the main and reserve controllers.

26 Current Time and Date Current time and date on the controller.

27 Operating System Version The operating system version the controller is run-

ning.
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Table 4-5 Controller information full table (continued)

Row ID Name Description
28 Hardware Version Version of internal hardware modules.
30 Web Server: Web Server Port The controller web server port.
31 Web Server: Secure Web Port The controller secure web server port.
34 Web Server: Web Connection Protocol The controller web connection protocol.
35 Web Server: Certificate Status Status of SSL certificate.
36 Web Server: Certificate Issued To Name of the entity that the uploaded SSL certificate
is issued to.
37 Web Server: Certificate Issued By Name of the entity that the uploaded SSL certificate
is issued by.
38 Web Server: Certificate Effective Date The effective date of the uploaded SSL certificate.
39 Web Server: Certificate Expiry Date The expiry date of the uploaded SSL certificate.
40 Remote Authentication Type The currently active remote authentication protocol.
41 RADIUS Authentication Server Address Address of the RADIUS authentication server.
42 RADIUS Authentication Server Port Port of the RADIUS server.
43 RADIUS Timeout Timeout setting for the RADIUS server.
44 RADIUS Encryption Protocol Encryption method used to communicate with the
RADIUS server.
45 RADIUS: Group Attribute 1D The RADIUS server attribute ID for specifying user
groups.
46 RADIUS: Group Attribute Value for Admin The RADIUS group attribute value for the admin
User Role user role.
47 RADIUS: Group Attribute Value for Accounts | The RADIUS group attribute value for the accounts
User Role user role.
48 RADIUS: Group Attribute Value for Operator | The RADIUS group attribute value for the operator
User Role user role.
49 RADIUS: Group Attribute Value for Restrict- | The RADIUS group attribute value for the restricted
ed Operator User Role operator role.
50 RADIUS: Group Attribute Value for Guest The RADIUS group attribute value for the guest user
User Role role role.
51 TACACS+ Authentication Server Address Address of the TACACS+ authentication server.
52 TACACS+ Authentication Server Port Port of the TACACS+ server.
53 TACACS+ Timeout Timeout setting for the TACACS+ server.
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Table 4-5 Controller information full table (continued)

Row ID Name Description
54 TACACS+ Encryption Protocol Encryption protocol used to communicate with the
TACACS+ server.
55 TACACS+: Attribute Name The TACACS+ server attribute ID for specifying user
groups.
56 TACACS+: Group Attribute Value for Admin | The TACACS+ group attribute value for the admin
User Role user role.
57 TACACS+: Group Attribute Value for Ac- The TACACS+ group attribute value for the ac-
counts User Role coounts user role.
58 TACACS+: Group Attribute Value for Opera- | The TACACS+ group attribute value for the operator
tor User Role user role.
59 TACACS+: Group Attribute Value for Re- The TACACS+ group attribute value for the restrict-
stricted Operator User Role ed operator user role.
60 TACACS+: Group Attribute Value for Guest | The TACACS+ group attribute value for the guest
User Role user role.
70 SNMP Agent The SNMP agent enable setting.
71 SNMP Get and Set The SNMP get and set setting.
73 UPS MIB System The UPS MIB capable system setting.
74 SNMPv3 Security The SNMPv3 security enable setting.
75 SNMPvV3: Security Name The SNMPV3 sign in security name.
78 Read Community 1 The community number name that is used to vali-
date read requests.
79 Write Community 1 The community number name that is used to vali-
date write requests.
80 Read Community 2 The community number name that is used to vali-
date read requests.
81 Write Community 2 The community number name that is used to vali-
date write requests.
82 Read Community 3 The community number name that is used to vali-
date read requests.
83 Write Community 3 The community number name that is used to vali-
date write requests.
84 Read Community 4 The community number name that is used to vali-
date read requests.
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Row ID Name Description

85 Write Community 4 The community number name that is used to vali-
date write requests.

86 Read Community 5 The community number name that is used to vali-
date read requests.

87 Write Community 5 The community number name that is used to vali-
date write requests.

88 Read Community 6 The community number name that is used to vali-
date read requests.

89 Write Community 6 The community number name that is used to vali-
date write requests.

90 Read Community 7 The community number name that is used to vali-
date read requests.

91 Write Community 7 The community number name that is used to vali-
date write requests.

92 Read Community 8 The community number name that is used to vali-
date read requests.

93 Write Community 8 The community number name that is used to vali-
date write requests.

94 Read Community 9 The community number name that is used to vali-
date read requests.

95 Write Community 9 The community number name that is used to vali-
date write requests.

96 Read Community 10 The community number name that is used to vali-
date read requests.

97 Write Community 10 The community number name that is used to vali-
date write requests.

10101 User Sessions: Username 1 The username of the person who is signed in for this
session number.

10102 User Sessions: User Role 1 The user role of the person who is signed in for this
session number.

10103 User Sessions: User Client 1 The client type used by the person who is signed in
for this session number.

10104 User Sessions: User Address 1 The IP address of the person who is signed in for
this session number.
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Table 4-5 Controller information full table (continued)

Row ID Name Description

10201 User Sessions: Username 2 The username of the person who is signed in for this
session number.

10202 User Sessions: User Role 2 The user role of the person who is signed in for this
session number.

10203 User Sessions: User Client 2 The client type used by the person who is signed in
for this session number.

10204 User Sessions: User Address 2 The IP address of the person who is signed in for
this session number.

10301 User Sessions: Username 3 The username of the person who is signed in for this
session number.

10302 User Sessions: User Role 3 The user role of the person who is signed in for this
session number.

10303 User Sessions: User Client 3 The client type used by the person who is signed in
for this session number.

10304 User Sessions: User Address 3 The IP address of the person who is signed in for
this session number.

10401 User Sessions: Username 4 The username of the person who is signed in for this
session number.

10402 User Sessions: User Role 4 The user role of the person who is signed in for this
session number.

10403 User Sessions: User Client 4 The client type used by the person who is signed in
for this session number.

10404 User Sessions: User Address 4 The IP address of the person who is signed in for
this session number.

10501 User Sessions: Username 5 The username of the person who is signed in for this
session number.

10502 User Sessions: User Role 5 The user role of the person who is signed in for this
session number.

10503 User Sessions: User Client 5 The client type used by the person who is signed in
for this session number.

10504 User Sessions: User Address 5 The IP address of the person who is signed in for
this session number.

10601 User Sessions: Username 6 The username of the person who is signed in for this
session number.

Page 52

0350190-J0 Rev A



Table 4-5 Controller information full table (continued)

SNMP Integrator Guide | 4 - SNMP reference for the controller

Row ID Name Description

10602 User Sessions: User Role 6 The user role of the person who is signed in for this
session number.

10603 User Sessions: User Client 6 The client type used by the person who is signed in
for this session number.

10604 User Sessions: User Address 6 The IP address of the person who is signed in for
this session number.

10701 User Sessions: Username 7 The username of the person who is signed in for this
session number.

10702 User Sessions: User Role 7 The user role of the person who is signed in for this
session number.

10703 User Sessions: User Client 7 The client type used by the person who is signed in
for this session number.

10704 User Sessions: User Address 7 The IP address of the person who is signed in for
this session number.

10801 User Sessions: Username 8 The username of the person who is signed in for this
session number.

10802 User Sessions: User Role 8 The user role of the person who is signed in for this
session number.

10803 User Sessions: User Client 8 The client type used by the person who is signed in
for this session number.

10804 User Sessions: User Address 8 The IP address of the person who is signed in for
this session number.

10901 User Sessions: Username 9 The username of the person who is signed in for this
session number.

10902 User Sessions: User Role 9 The user role of the person who is signed in for this
session number.

10903 User Sessions: User Client 9 The client type used by the person who is signed in
for this session number.

10904 User Sessions: User Address 9 The IP address of the person who is signed in for
this session number.

To access the desired data, add the column ID and the row index to the end of the base OID of the table:

Base OID (1.3.6.1.4.1.7309.5.1.100.1) + Column ID (2) + Row ID (4)

1.3.6.1.4.1.7309.5.1.100.1.2.4 = "Controller: Site Number"
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4.6.2. Using the AIpha® resource MIB

The AIpha® resource MIB is designed to provide access to all available data from the controller. It has
been designed to support future development without needing a new MIB. This MIB is intended for
extensive integration with custom monitoring systems, and the data available is equal to what can be
seen on the web interface. Because of the dynamic nature of the systems monitored by the controller, the
Alpha® resource MIB tables provide details about accessible data.

The tables with read-only data access are:

» Component List Table

« Data List Table

» Data Table

« Configuration List Table
» Alarm List Table

» Alarm Table

« Alert Table

+ Configuration Choice List Table

The table with read-write data access is Configuration Table.

The tables only update during idle periods. After the last component change, an idle period of one minute
must occur before an update starts. Adding or removing any component resets the one minute idle timer.

The most effective way to view the data is in table format. The use of table format is dependent on the
software being used.

Component list table

The Component List table displays objects that contain informational fields for data access. It describes
objects such as systems, devices, and information groupings. For example, for a DC system with 10
rectifier modules, the table includes a row for the DC system, and a row for each individual rectifier
module.

One use of the Component List table would be an inventory listing of available components. Table format
is the most effective way to view the information.

The items of the Component List table are numbers for the componentListSnmpld, and the
componentListType. These two numbers are also used in other tables as part of the unique index that
identifies a specific table entry.

componentListType: Used as part of the DataFieldType table.
componentListSnmpld: Used as part of the DataList table.

The column numbers for the Component List table are:
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Description

number

1 componentListReference ID value assigned to the component at startup. Configurable
for systems only.

2 componentListStaticName Static name of the component represented by the entry.
This text value is not translated for localization.

3 componentListConfiguredName User configurable name of the component.

4 componentListType The ComponentListType number is used as part of the data

table reference index. Type of component:

1. Controller

2. DC system

3. ADIO module

4. Rectifier module

5. Converter module

6. Inverter module

7. Reserved

8. Alpha® T2S inverter controller module

9. Reserved

10. Battery system

11. Disconnect

12. Load

13. Shunt

14. SNMP destination

15. CAN bus

16. Converter system

17. User digital alarm

18. User threshold alarm

19. Inverter system

20. Bypass switch

21. Delay timer

22. Interval timer
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Table 4-6 Component list (continued)

Column Description

number

23. Up counter

24. Down counter

25. Custom data

26. Current transducer module

27. Breaker/fuse

28. Reserved

29. Email destination

30. Auxiliary system

31. Line power system

32. Line power module

33. Line power load

34. Distribution system

35. Distribution panel

36. Distribution subsystem

37. Referenced load

38. Reserved

39. Reserved

40. Scheduled action

41. Alpha® FXM HP UPS

42. Disconnect with exclusion

43. Change relay

44. Change field

45. Reserved

46. Reserved

47. Reserved

48. General purpose transducer module

49. Change field to variable

50. Battery string
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Table 4-6 Component list (continued)

Column Description

number

51. Timing relay

52. DC source system

53. DC source

54. Data subscriptions

55. Generic disconnect

56. AC source system

57. AC source

58. Reserved

59. Reserved

60. Reserved

61. Scheduled time span

62. Alpha® external maintenance bypass switch (XMBS)

63. Alpha® FXM HP UPS ADIO module

64. Reserved

65. Reserved

66. Reserved

67. Thermal system

68. Battery disconnect with latching contactor

69. Cordex® HP 3kW hyperboost converter module

70. Cordex® CXPS-HSS hyperboost system

71. Reserved

72. Reserved

73. Reserved

74. AC generator system

75. DC generator system

76. Generator system start equation

77. Generator system stop equation

78. Generator system start/stop condition
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Table 4-6 Component list (continued)

Column Description

number

79. User

81. Hyperboost system

97. Matrix™ distribution breaker panel

98. Syslog destination

99. Environment manager system

100. Fan

101. Air conditioner

102. Reserved

103. Reserved

104. Website proxy

105. EnVision™ energy router distribution panel

106. EnVision™ energy router distribution subsystem

107. Cordex® HP protocol bridge periperal

108. Generic Li-ion battery module

109. Generic Li-ion battery subsystem

110. Bluetooth device

5 componentListModelNumber The model number of the component if available.
6 componentListSerialNumber The serial number of the component if available.
7 componentListSystemPointer

A reference OID within the component table to the encapsu-
lating component to this one. For example, a rectifier mod-
ule component would have a reference OID to the system
that it belongs to if it has already been assigned.

Using this reference OID with a GetNext operation will re-
turn the static name value of the component.

Data field type list

The Data Field Type list displays the data field types available from their specific component source.
Following the previous example of a DC system with 10 rectifier modules, the table would present a list of
available data field types of a DC system and of a rectifier module.
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This table can provide a list of data field types accessible through SNMP. That information allows for the
creation of table indexes to use with the Data Field Type list to get existing live data. Table format is the
most effective way to view the information.

The column numbers for the Data Field Type list are:

Table 4-7 Data field type

Column number | Name Description

1 dataListReference (IDX) Static ID value assigned to the field type and is unique
within the component that the field belongs to.

Indexing of this table is a combination of componentList-
Type joined by the internal indexing of the field. Exam-
ple: Index number 2.1 constitute the type ID (2) followed
by the internal index (1).

Type ID 2 is the ID for a DC system component. The in-
dex then refer to a DC system field that has an internal
ID of 1.

2 dataListName Static name of the data field represented by the entry.
This text value is not translated for localization

3 dataListType Data type of the field represented in the entry:

+ 0. Unknown

+ 1. Numeric

+ 2. Boolean

» 3. Time

* 4. String: Human readable text data.

« 5. State: Represents a string value describing the
condition the reference object is in. For example,
a relay may have the value: StateNotEnergized-
Normal.

4 dataListUnit Unit of the value presented by this field.

Data list

The Data List table displays all available live data that the controller can report. The data points and
referencing are presented in logical groupings.

For example, to get the live data of the Total Output Current of a DC system. Use the dataFieldType
index and the componentList index to specifically call for an entry in the dataL.ist table.
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In the dataFieldType table:

» The Output Current of a DC system is indexed as 2.1.

» The instance number of that DC system is 1.

Combine the dataFieldType index (2.1), and the DC system instance number (1), and you can get the
index of 2.1.1 which is the reference for the Output Current from DC system 1.

The unique key of the data is column 1:

1.3.6.1.4.1.7309.5.2.3.2.1.(1).2.1.1 - the index of the row displaying 2.1.1 for convenient referencing.
The number value is column 2:

1.3.6.1.4.1.7309.5.2.3.2.1.(2).2.1.1 - the number value of the Output Current from DC system 1.

In the table the string value is column 3:

1.3.6.1.4.1.7309.5.2.3.2.1.(3).2.1.1 - would result with a zero-length string since the row entry is
representing a number.

The column numbers for the Data List table are:

Table 4-8 Data list

Column number | Name Description

1 dataReference Index combination from the dataTypeList and Compo-
nent tables to form the unique identifier of the data row.

2 dataNumberValue Number values will be presented here. Zero-length value
will be default in the event no number value is available.

3 dataStringValue String values will be presented here. Zero-length value
will be default in the event no string value is available.
"unknown" will be default value until an appropriate data

is available.

Example: Getting the system voltage

The following example, a simple GET REQUEST for System Voltage, and shows the use of the base
OID as well as external indexes. The second row of the Component table will show a list of components
for the Rectifier System.

Page 60 0350190-J0 Rev A



SNMP Integrator Guide | 4 - SNMP reference for the controller

Figure 4-10 Table view for the ComponentTable

| componentlistReference. . | comporient_istStaticName | componentlistConfiguredhame | compo... | comporientLi.. | cumponentL...l componentlistSystemPainter

1 DC Systern 48 urknawn 2 [zero-length) [zero-length) 0.0

1 CKRC 48 AW unknown 4 12345 9578 1.36.1.41.7309521.21.21
2 CXRC 48y BA0W unknown 4 12345 BE27 1.361.41.7309521.21.21
3 CKRC 48 AW unknown 4 12345 1314 1.36.1.41.7309521.21.21
4 CXRC 48y BA0W unknown 4 12345 E014 1.361.41.7309521.21.21
1 CKDF 48y-24y unknown 5 12349 2080 1.36.1.41.73095.21.21.161
2 CXDF 4824y unknown 5 12349 3T 1.361.41.73095.21.21.161
3 CKDF 48y-24y unknown 5 12349 3744 1.36.1.41.73095.21.21.161
4 CXDF 4824y unknown 5 12349 5573 1.361.41.73095.21.21.161
1 Battery String unknawn 10 [zero-length] [zero-length)  1.361.4.1.7309521.21.21
1 Digconnect urknown 1 [zero-length) [ero-length)  1.361.4.1.7308521.21.21
1 Load unknawn 12 [zero-length] [zero-length)  1.361.4.1.7309521.21.21
1 Shunt urknown 13 [zero-length) [ero-length)  1.361.4.1.7308521.21.21
1 CAM Bus unknawn 15 [zero-length] [zero-length) 0.0

2 CAM Bus urknown 18 [zero-length) [zero-length) 0.0

1 Conwerter System 48W-2.. unknown 16 [zero-length] [zero-length) 0.0

The following figure shows the list of data field types available from the controller and indicates the
System Voltage as row 2.10.

Figure 4-11 Table view for the DataListTable

I dataliztR eference(|Dx I datalizth ame | datalistType | dataListlInit |
21 DC Syster 484/7090: Total Output Current 1 A
22 DC System 48%/F090: Total Output Power 1 i
23 DC Systern 484/7090: Tatal Capacity Installed - Current 1 A
24 DC System 48/ 7030: Total Capacity Installed - Power 1 i
25 DC Systern 484/7090: Average Rectifier Output Yaoltage 1 W
26 DC System 48/ F030: Average Reclifier AC Input Yoltage 1 W
27 DC System 48/ 7090: Average AC Phaze 1 Vaoltage 1 W
28 DC Syster 484/7090: Average AC Phase 2 Valtage 1 W
239 DC System 48/ 7090: Average AC Phaze 3Vaoltage 1 W
210 DC Syster 484/7090: System Yoltage 1 W
21 DC System 48/ 7030: Total Load Cunent 1 13
212 DC Syster 484/7090: Battery Volkage 1 W
213 DC System 48/ F030: Battery Cumrent 1 13
214 DC System 48v/7090: Battery Temperature 1 BO.43 [hex)
215 DC System 48/ F030: System Mumber 1 [zero-length)
41 9578: Bay 1D 1 [zera-length]
42 9578: Shelf ID 1 [zero-length)
4.3 9578 Slot 1D 1 [zera-length]
4.4 9578 AC Input Yoltage 1 W
45 9578: Output Current 1 3
46 9578: Ambient Temperature 1 BO.43 [hex]
4.7 9578: Operating Time 1 h
51 2080: Qutput Current 1 A
52 2080: Input Current 1 3
53 2080: IntakeT emperature 1 BO.43 [hex)
54 2080: Operating Hours 1 h
151 CAMT: Mumber of Devices 1 [zeralength)
15.2 CAMT: Mode 1D In e 1 [zero-length)
161 Converter System 484-244/3075: Tatal Dutput Current 1 A
16.2 Converter Spstem 48-244/3075: Total Output Power 1 i
16.3 Converter System 48W-244/3075: Total Capacity Installed - Cu.. 1 A
16.4 Converter Spstem 484-244/3075: Total Capacity Installed - Po... 1 i
165 Converter Spstemn 484-24 /3075 Average Converter Output .. 1 W
166 Converter System 484-244//3075: Average Converter Input Wo... 1 W
167 Converter Spstem 48424/ 3075 Spstem Woltage 1 W
16.8 Converter System 484-24/3075: Total Load Current 1 A
169 Converter Spstem 4824 /3075 Spstern Number 1 [zero-length)

Access to the actual System Voltage combines the base OID of the DataEntry (row) of the DataTable,
the column index of the table, and the instance index value. The instance index is a combination of the
datalListReference value (2.10) and the componentListReference (1).
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1.3.6.1.4.1.7309.5.2.3.2.1 (dataEntry OID) + 2 (dataNumberValue) + 2.10 (dataListReference) + 1
(componentListReference)

Figure 4-12 Table view for the DataTable

dataR eference I datalumbertyalue I dataString/alue

211 37.920 [zero-length]
221 2046,000 [zero-length]
231 125009 [zeralength)
241 E000.000 [zeralength)
251 53,956 [zero-length]
2E1 202,456 [zero-length]
271 0,000 [zera-length)
281 0,000 [zeralenath)
241 0,000 [zero-length]

54,010 [zero-length]
2111 37183 [zero-length]
2121 54,010 [zera-length)
2131 0,730 [zeralenath)
2141 29,294 [zero-length]
2181 0,000 [zero-length]
31000.3 53912 [zero-length)
3102m.3 54.011 [zero-length]
3203 n1an [zern-lennthl

The DataTable output shows a list of live data available on the controller. The row with reference 2.10.1,
as high lighted in the following figure, shows the System Voltage value.

Figure 4-13 Sample query of system voltage

bx

+*Prompt For OID - 10.1.8.31:dataNumberVa

Bemate SHMP agent
:. B -1 A EI‘ Do Get I

0iD o5 Get Nest
’]1.3.5.1.4.1.?308 5232122101 j ﬂl ‘ 3 Get Bulk |
¥ Log only respanzes
™ Log response marker @ Abort

I~ Reuse result 0ID
[~ Close after response is received

[O0Q [ snmwpvac Ready.

Close

d

- Query results
1: dataMumberalue 2 101 [ScaledMumber] 54,001 [54001]

This figure shows a simple query of the full OID value, specific to the System Voltage of a rectifier
system.

If reading specific live data is desired, all OID values for every live data value is available in the inventory
export file. To download this file on the web interface, go to Systems > Add or Remove Systems and
select the Export Inventory to CSV button in the Add or Remove Systems table.

Configuration field type list

The Configuration Field Type list displays the writable data field types available from their specific
component source. Following the previous example of a DC system with 10 rectifiers, the table would
present a list of available data field types of a DC system and of a rectifier module.
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This table can provide a list of data field types accessible through SNMP. That information allows for the
creation of table indexes to use with the Configuration Field Type list to get existing live data and set new
data value. Table format is the most effective way to view the information.

The column numbers for the Configuration Field Type list are:

Table 4-9 Configuration field type

Column number |[Name

1 configurationListReference (IDX)

Description

Static ID value assigned to the field type and is unique
within the component that the field belongs to.

Indexing of this table is a combination of componentList-
Type joined by the internal indexing of the field. Exam-
ple: Index number 2.1 constitute the type ID (2) followed
by the internal index (1).

Type ID 2 is the ID for a DC system component. The in-
dex then refer to a DC system field that has an internal
ID of 1.

2 configurationListName

Static name of the configuration field represented by the
entry. This text value is not translated for localization.

3 configurationListType

Data type of the field represented in the entry:

+ 0. Unknown

+ 1. Numeric

+ 2. Boolean

» 3. Time

* 4. String: Human readable text data.

« 5. State: State represents a string value describ-
ing the condition the reference object is in. For
example, a DC system’s Voltage Regulation field
may have the value: Disabled.A list of state val-
ues for each configuration field of data type 5 is

available in the Configuration Choice List Ta-
ble.

4 configurationListUnit

Unit of the value presented by this field if applicable.

Example: Setting the float voltage

The following example, a simple Set REQUEST for Float Voltage, and shows the use of the base OID as
well as external indexes. The second row of the component table will show a list of components for the

Rectifier System.
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Figure 4-14 Table view for the ComponentTable

| componentlistReference. . | comporient_istStaticName | componentlistConfiguredhame | compo... | comporientLi.. | cumponentL...l componentlistSystemPainter

0.0
1.361.41.73035.21.21.21
1.361.41.73085.21.21.21
1.361.41.73035.21.21.21
1.361.41.73085.21.21.21
1.361.41.73035.21.21.161
1.361.41.73035.21.21.161
1.361.41.73035.21.21.161
1.361.41.73035.21.21.161
1.361.41.73035.21.21.21
1.361.41.73035.21.21.21
1.361.41.73035.21.21.21
1.361.41.73035.21.21.21
0.0

0.0

1 DC Systern 48 urknawn 2
1 CKRC 48 AW unknown 4
2 CXRC 48 Ba0W urkniow 4
3 CKRC 48 AW unknown 4
4 CXRC 48 Ba0W urkniow 4
1 CKDF 48y-24y unknown 5
2 CHDF 4824y urkniow L]
3 CKDF 48y-24y unknown 5
4 CHDF 4824y urkniow L]
1 Battery String unknawn 10
1 Digcannect unknown n
1 Load unknown 12
1 Shunt unknown 13
1 CAN Bus unknown 15
2 CAM Bus unknown 153
1 Conwerter System 48W-2.. unknown 16

[zero-length) [zera-length)
12345 9578
12345 BE27
12345 1314
12345 E014
12349 2080
12349 3T
12349 3744
12349 5573
[zero-length] [zera-lenagth)
[zero-length) [zero-length)
[zero-length] [zera-lenagth)
[zero-length) [zero-length)
[zero-length] [zera-lenagth)
[zero-length) [zero-length)
[zero-length] [zera-lenagth)

0.0

The following table shows the list of configuration field types available from the controller and indicates
the Float Voltage as row 2.12.

Figure 4-15 Table view for the ConfigurationListTable

configurationListReference(IDX)
2.2
2.3
24
25
2.10
21
212
213
2.14
215
2.16
217
2.18
2.19
2.20
2.21
222
2.23
2.24
225
226
2.27
2.28

configurationListMName
DC Systemn 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC Systemn 48V :
DC System 48V :
DC Systern 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :

Description

System Mumber

Systemn Serial Mumber
Device ID

Rectifier Assignment Rule
Meminal Input Veltage

Float Voltage

Extended Ranges (Advanced)
Minimum Test Veltage

Safe Mode Voltage
Over-Voltage Protection Threshold
System Start Delay

Module Start Delay

Current Limit

Power Limit

CL/PL Alert

Ramp Test

Voltage Regulation
Loadsharing

Power Save

Meodule Power for Maximum Efficiency
Rotate One Module Every
Fast Soft-Start

configurationListType

[ Y S Y P T T S

configurationListUnit
(zero-length)
length)
length)
length)
length)
length)

(zero-
(zero-
(zero-
(zero-
(zero-
v

(zero-length)

e v S <

(zero-length)
length)
length)
length)

length)

(zero-
(zero-
(zero-
(zero-
%

d
(zero-length)

Access to the actual Float Voltage combines the base OID of the DataEntry (row) of the
ConfigurationTable, the column index of the table, and the instance index value. The instance index is a
combination of the configurationListReference value (2.12) and the componentListReference (1).
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1.3.6.1.4.1.7309.5.2.5.2.1 (configurationEntry OID) + 2 (configurationNumberValue) + 2.12
(configurationListReference) + 1 (componentListReference). The complete OID for Float Voltage is
1.3.6.1.4.1.7309.5.2.5.2.1.2.2.121

Figure 4-16 Table view for the configuration table

Instance configurationReference  configurationMumberValue  configurationStringValue

&2 211 (zero-length) unknown

@2.2‘1 221 (zero-length) unknown

23 231 0.000 (zero-length)

@2.4‘1 241 (zero-length) unknown

@251 2.5.1 1.000 (zero-length)

@E.'I 0.1 210 (zero-length) RectifierAssignmentAut...
@E.‘H.‘I 2111 (zero-length) InputVoltage208V
@2.12.1 21200 54.000 (zero-length)

@E.‘B.‘I 2131 (zero-length) ExtendedVoltagesMormal
@32.14.1 2141 44.000 (zero-length)

@2.1 31 2131 51.400 (zero-length)

%2161 2.16.1 58.000 (zero-length)

@2.1 71 2171 0.000 (zero-length)

2181 2181 1.000 (zero-length)

2191 2191 100.000 (zero-length)

2201 2201 100.000 (zero-length)

The ConfigurationTable output shows a list of data available for set request on the controller. The row with
reference 2.12.1, as highlighted in this figure shows the Float Voltage value.

Figure 4-17 Sample set of float voltage

v O B (<]
Rernote SNMP agent

[10.121122.165 V| B
OID to Set

|1.3‘E.T‘d.'\.?309.5.2‘5.2‘1.2‘2.12‘1 v| =
Value to Set

[5400 v <
Syntax

® Integer32 O Timeticks O Counterf4
O Ulnteger32  OIP address ) Opaque
O Counter3z2 O 0ID O Nsapaddr
OGauqa}Z O Octets O Bits

0@ & SNMPv2e  Success.

This figure shows a simple set query of the full OID value, specific to the Float Voltage of a rectifier
system. The value to set is scaled by a 100. 5400 represents 54.00 volts.

Example: Setting rectifier assignment rule

The following example, a simple Set REQUEST for Rectifier Assignment Rule of a DC system, and
shows the use of the base OID as well as external indexes. The second row of the ComponentListTable
shows a list of components. The DC system 48V has a componentListType value of 2.
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Figure 4-18 Table view for the ComponentListTable

| componentlistReference. . | comporient_istStaticName | componentlistConfiguredhame | compo... | comporientLi.. | cumponentL...l componentlistSystemPainter

R SC T N TS S SR A S

DC Systern 48
CKRC 48 AW
CXRC 48y BA0W
CKRC 48 AW
CXRC 48y BA0W
CKDF 48y-24y
CXDF 4824y
CKDF 48y-24y
CXDF 4824y
Battery String
Digcannect

Load

Shunt

CAN Bus

CAM Bus
Conwerter System 48-2...

urkniow 2
unknown 4
urkniow 4
unknown 4
urkniow 4
unknown 5
urkniow L]
unknown 5
urkniow L]
unknown 10
unknown n
unknown 12
unknown 13
unknown 15
unknown 153
unknown 16

[zero-length)
12345
12345
12345
12345
12349
12349
12349
12349
[zero-length]
[zero-length)
[zero-length]
[zero-length)
[zero-length]
[zero-length)
[zero-length]

[zera-length)
9578
BE27
1314
E014
2080
3T
3744
5573
[zera-lenagth)
[zero-length)
[zera-lenagth)
[zero-length)
[zera-lenagth)
[zero-length)
[zera-lenagth)

0.0
1.361.41.73035.21.21.21
1.361.41.73085.21.21.21
1.361.41.73035.21.21.21
1.361.41.73085.21.21.21
1.361.41.73035.21.21.161
1.361.41.73035.21.21.161
1.361.41.73035.21.21.161
1.361.41.73035.21.21.161
1.361.41.73035.21.21.21
1.361.41.73035.21.21.21
1.361.41.73035.21.21.21
1.361.41.73035.21.21.21
0.0

0.0

0.0

The following table shows the list of Configuration field types available from the controller for a DC
system. Note that the configurationListReference for all configuration fields of a DC system has a prefix of
2. The Rectifier Assignment Rule is row 2.10.

Figure 4-19 Table view for the ConfigurationListTable

configuratienListReference(IDX)

22

23

24

2.5

2.10
21
212
213
214
215
2.16
217
2.18
219
220
21
222
2.23
2.24
2.25
2.26
227
228

configurationListName
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC Systern 48V :
DC Systemn 48V :
DC Systemm 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :
DC System 48V :

Description

System Mumber

System Serial Mumber
Device ID

Rectifier Assignment Rule
MNominal Input Veltage

Float Voltage

Extended Ranges (Advanced)
Minimum Test Veltage

Safe Mode Voltage
Over-Voltage Protection Threshold
Systermn Start Delay

Meodule Start Delay

Current Limit

Power Limit

CL/PL Alert

Ramp Test

Voltage Regulation
Loadsharing

Power Save

Module Power for Maximum Efficiency

Rotate One Module Every
Fast Soft-Start

cenfigurationListType

[ S T P T T S

configurationListUnit
(zero-length)
(zero-length)
(zero-length)
(zero-length)
(zero-length)
(zero-length)

v

(zero-length)

¥ EY Y S <

(zero-length)
(zero-length)
(zero-length)
(zero-length)
(zero-length)
%

d
(zero-length)

Access to the actual Rectifier Assignment Rule field combines the base OID of the ConfigurationEntry
(row) of the ConfigurationTable, the column index of the table, and the instance index value. The instance
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index is a combination of the configurationListReference value (2.12) and the componentListReference

(1)

1.3.6.1.4.1.7309.5.2.5.2.1 (configurationEntry OID) + 2 (configurationNumberValue) + 2.10
(configurationListReference) + 1 (componentListReference). The complete OID for Rectifier Assignment
Rule is 1.3.6.1.4.1.7309.5.2.5.2.1.2.2.10.1

Figure 4-20 Table view for the configuration table

Instance

2.1
:2.2,1
2,31
2.4
8 2.5.1
42,10,
211
42121
2,131
2,140
¥ 2.15.1
¥:2.16.1
2,171
g 10 1

configurationReference

211
2.2.1
2.3.1
24.1
2.5.1
2.10.1
2111
2.12.1
2131
2.14.1
2.15.1
2.16.1

2171
2181

(zero-length)
(zero-length)
5.000
(zero-length)
1.000
(zero-length)
(zero-length)
54.000
(zero-length)
44,000

51.400

58.000

0.000
1000

configurationMumberValue

configurationStringValue

48V DC System

48V DC System for Test Site 10
(zero-length)

unknown

(zero-length)
RectifierAssignmentAutomatic
InputVoltage208Y
(zero-length)
ExtendedVoltagesMermal
(zero-length)

(zero-length)

(zero-length)

(zero-length)
(zaro.lanathl

The Configuration Table output shows a list of data available for set request on the controller. The row
with reference 2.10.1, as highlighted in the above figure shows the Rectifier Assignment Rule value.

Figure 4-21 Sample set of rectifier module assignment rule

Set - configurationStringValue.2.10.1 *
ra 2] (<]
Remote SNMP agent
[10121.12298 V] A e
OID to Set
|‘\‘3.6‘1.4.1.?309.5‘2.5‘2.1.3.2.10.1 v‘ (=]
WValue to Set
|RectlflerAsslgnmentManuaI| \/| ('J
Syntax
@] Integer32 O Timeticks O Counterfd
O Ulnteger32  OIP address () Opaque
Ocounteriz O 0ID O Nsapaddr
OGauquE @ Octets (O Bits

Success.

CO@ =] SNMPv2e

The previous figure shows a simple set query of the full OID value, specific to the Rectifier Assignment
Rule of a DC system. The Value to Set is changed to RectifierAssignmentManual.

The valid values of Value to Set for Rectifier Assignment Rule of a DC system are
RectifierAssignmentManual and RectifierAssignmentAutomatic. These two values are defined in the

configurationChoiceListTable.
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Figure 4-22 Table view for the ConfigurationChoiceList table

Instance configurationChoicelistReference(IDX)  configurationChoicelistindex  configurationChoicelistName
&1.1002101.1 1.1002101 1 PricrityWarning
@1.1002101.2 11002101 2 PriorityMinor
@:1.1002101.3 11002101 3 PriorityMajor
@1.1002101.4 11002101 4 PriorityCritical
2100 210 0 RectifierAssignmentManual
&2.101 210 1 RectifierAssignmentAutomatic
2110 211 0 InputVoltage120V
@2.11.1 211 1 InputVoltage208Y
2112 211 2 InputVoltaged20V
2130 213 0 ExtendedVoltagesMormal
@213 213 1 ExtendedVoltagesExtended
@2.21 0 221 0 Disabled
The column numbers for the Configuration Choice List table are:
Table 4-10 Configuration choice list
Column number | Name Description
1 configurationChoiceListRefer- Static ID value corresponds to the configurationListRef-
ence (IDX) erence of configuration field.
2 configurationChoiceListindex Static number of the configuration choice. For setting

Configuration fields with configurationListType = 5, con-
figurationChoiceListName must be used.

3 configurationChoiceListName Static name for the choice to be used for setting configu-
ration fields with configurationListType = 5. This text val-

ue is not translated for localization.

If reading/setting specific configuration is desired, all OID values for every configuration value is available
in the inventory export file. To download this file on the web interface, go to Systems > Add or Remove
Systems and select the Export Inventory to CSV button in the Add or Remove Systems table.

Alarm type list table

The Alarm tables in the Alpha® resource MIB can be used to poll, to find, and to troubleshoot active
alarms.

The Alarm Type List table provides the list of available alarms based on the configuration of the monitored
systems. Information provided allows for the creation of table indexes to use with the Alarm table to get
existing live alarm information. Table format is the most effective way to view the information.

The column numbers for the Alarm Type List table are:
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Table 4-11 Alarm type list

Column number | Name Description

1 alarmTypeReference A static and uniquely assigned ID for the alarm type.

2 alarmTypeName Name of the alarm formatted together with the source of
the alarm.

Figure 4-23 Example: Available alarm type list

alarmTypeReference(|Dx | alarmT ypel ame

10001 Contraller : Clock Error

10003 Contraller : ADIO Comms Lost

10004 Controller : Unassigned Madules

20001 DC Spstem 48 : AC Mains Yoltage High
20002 DC Spstern 48 : AC Mains Voltage Low
20003 DC Spstem 484 : Urgent AC Mains Fail

20004 DC Spstern 48 : Output Yoltage High

20005 DC Spstem 484 : Dutput Yoltage Very High
20008 DC Spstern 48 Output Yaoltage Low

20007 DC Spstem 48 : Dutput Yoltage Very Low
20008 DC Spstern 48 : Inwalid System Yoltage Reading
20009 DC Spstem 484 : Battery On Discharge

20010 DC Spstern 48 : Rectifier Fail

20011 DC Spstem 484 : Rectifier Major Fail Count
20012 DC Spstern 484 : Rectifier Minar Fail Count
20013 DC Spstem 484 : Rectifier Minor

20014 DC Spstern 48 : Rectifier Comms Lost

20015 DC Spstem 484 : AC Mains Fail

20016 DC Spstern 48 : Fan Fail

20017 DC Spstem 48% : Battery Test

20018 DC Spstern 48Y : Temp Cormp Measurement Fail
20019 DC Spstem 48 : Temp Comp Yolage Warning
20020 DC Spstern 48 : Battery Runtime Low

20021 DC Spstem 484 : Battery Health Low

20022 DC Spstern 48 : Rectifier Configuration Error
30 L-2D10 : Temperature Senzor #1 Failure
35201 L-AD10 : Temperature Sensor #2 Failure

Alarm list table

The Alarm table, working together with the Alarm Type List table, and the Component table, allow for
active polling of all available alarms in the controller. The value returned provides the state of the alarm,
as well as the priority of the alarm.

Figure 4-24 Example: Available alarm list

Instance alarmState
21.10001.1 i
1100021 4000
31100041 i

3 2.20001.1
& 2.20002.1
(2200021
(3 2 200041
3 2.20005.1
3 2.20006.1
(3 2.20007.1
(3 2 200031
& 2.20009.1
& 2200101
2. 20m1.0
2. 20m2.
3 2.20m30
3 2.20014.1
3 2. 20M81
3 2. 20081

coocococoocoocoooooOoo
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The example provided shows a table that is simplified in data presentation to allow for efficient polling of
alarms. Using the base entry OID of the alarmState, together with the instance index, you can actively
poll an individual alarm. In this example, an active alarm is polled and then interpreted in the following
manner:

1.3.6.1.4.1.7309.5.2.9.2.1.1 (alarm table entry OID) + 1.10003 (alarm type) + 1 (instance Index) =
1.3.6.1.4.1.7309.5.2.9.2.1.1.1.10003.1 (OID for ADIO: Comms Lost alarm).

The value returned from a GET REQUEST is an integer value reflective of the priority level as shown in
the following list:

+ 0 = Normal/Inactive
* 1000 = Warning

* 2000 = Minor

+ 3000 = Major

+ 4000 = Critical

In most cases, the instance index will be a value of 1 unless there are multiple instances of that alarm.
The instance is a reference to the instance of the component alarm source.

Module alert list table

The Module Alert table shows all active module alerts. The alertTypeName shows the serial number

of the module and the name of the active alert. The Instance identifies the component ID, alert ID, and
component list reference in the format: componentlD.alertID.componentListReference. If the table is
empty, it means that there are no active module alerts, or the internal SNMP database is not yet finished
building.

Figure 4-25 Example: Active alert list

Instance alertTypeMame

@5:4.40033.1  TODD341/1113: DC Output Ramp Test Fail / No Qutput Power
$:440033.2  TOD0340/1113: DC Qutput Ramp Test Fail / Ne Qutput Power
@4.4%33.3 T000338/1113: DC Output Ramp Test Fail / Mo Output Power
@5:4.40033.4  TODD242/0913: DC Output Ramp Test Fail / Ne Output Power

Configuration choice list table

The Configuration Choice table shows valid state choices for the configuration data fields in Configuration
List table with configurationListType set to 5 (State). These choice names can be used to set the field
value in the Configuration List table.
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This table provides a list of data choice values for the field in Configuration List table. That information
allows for the creation of table indexes to use with the Configuration Choice List table to get a list of valid
choices (states) to set new data value. Table format is the most effective way to view the information.

The column numbers for the Configuration Choice List table are as follows:

Table 4-12 Configuration choice list

Column number | Name Description
1 configurationChoiceListRefer- Static ID value assigned to the field type and is unique
ence (IDX) within the component that the field belongs to.

Indexing of this table is a combination of component-
ListType joined by the internal indexing of the field. Ex-
ample: Index number 2.10 constitute the type ID (2) fol-
lowed by the internal index (10).

Type ID 2 is the ID for a DC system component. The in-
dex then refer to a DC system configuration field that has
an internal ID of 10.

Index number 2.10 represents DC system’s Assignment
Rule configuration field.

2 configurationChoiceListindex Static numeric values of the configuration choice repre-
sented by the configurationChoiceListReference. There
an entry of each possible choices.

3 configurationChoiceListName Static string values of the configuration choice represent-
ed by the configurationChoiceListReference. There an
entry of each possible choices. This string value is to be
used to set.

4.6.3. Published SNMP fields

The fields listed here provide read-only access. See the Published SNMP Get/Set fields chapter for
available read and write fields.

The tables provided here define the Component items, and the Data Field Type indexing values,

when using the ALPHA-RESOURCE-MIB. Refer to the section, Using The Resource MIB for detailed
explanation of the index dependencies of tables within the MIB. Refer to the SNMP Reference section for
a short explanation of the Index Calculation technique.

Specific OIDs are not available for the defined data fields. The dynamic nature of the controller modules
do not allow for a static definition of a component reference number. The component reference number is
currently not configurable.
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The Data Field reference IDs are statically assigned and are unique to the Component. These numbers,
combined with the other dependencies of the Alpha® Resource MIB tables, provide currently published

data and future data without the need to change MIB files.

“D Notice: Some of the field names may repeat due to field items that are in repeated groups. Their
indexes would remain unique to identify the individual fields. For example, AC input phase fields

would have repeating items.

Table 4-13 EnVision™ Elite controller SNMP IDs (component type 1)

Field SNMP ID

Name 1
Description 2
Software Version 3
Site Number 4
Technical Support Contact Number 5
Contact Name 6
Contact Number 7
Configuration File Identifier 8
Street 9
City 10
Zip Code/Postal Code 11
Region/State/Province 12
Country 13
Latitude 14
Longitude 15
Altitude 16
Serial Number 17
Part Number 18
Remote Configuration Lockout Status 19
Lockout Override Time Remaining 20
Reserved Controller Status 21
Reserved Controller Communication Status 22
Main Controller Status 23
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Table 4-13 EnVision™ Elite controller SNMP IDs (component type 1) (continued)

Field SNMP ID

Main Controller Communication Status 24
Time of Last Communication Sync 25
Current Time and Date 26
Operating System Version 27
Hardware Version 28
Web Server Port 30
Secure Web Port 31
Web Connection Protocol 34
Certificate Status 35
Certificate Issued To 36
Certificate Issued By 37
Certificate Effective Date 38
Certificate Expiry Date 39
Remote Authentication Type 40
RADIUS Server Address 41
RADIUS Server Port 42
RADIUS Server Timeout 43
RADIUS Encryption Protocol 44
RADIUS Group Attribute ID 45
RADIUS Attribute Value for Admin Role 46
RADIUS Attribute Value for Accounts Role 47
RADIUS Attribute Value for Operator Role 48
RADIUS Attribute Value for Restricted Operator Role 49
RADIUS Attribute Value for Admin Guest Role 50
TACACS+ Server Address 51
TACACS+ Server Port 52
TACACS+ Server Timeout 53
TACACS+ Encryption Protocol 54
TACACS+ Attribute Name 55
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Table 4-13 EnVision™ Elite controller SNMP IDs (component type 1) (continued)

Field SNMP ID

TACACS+ Attribute Value for Admin Role 56
TACACS+ Attribute Value for Accounts Role 57
TACACS+ Attribute Value for Operator Role 58
TACACS+ Attribute Value for Restricted Operator Role 59
TACACS+ Attribute Value for Admin Guest Role 60
RADIUS Additional Authentication Attribute Name 61
RADIUS Additional Authentication Attribute Value 62
SNMP Agent 70
SNMP Get and Set 7
UPS MIB System 73
SNMPv3 Security 74
SNMPv3 Account Name 75
SNMP Build State 76
Read Community Name 1 78
Write Community Name 1 79
Read Community Name 2 80
Write Community Name 2 81
Read Community Name 3 82
Write Community Name 3 83
Read Community Name 4 84
Write Community Name 4 85
Read Community Name 5 86
Write Community Name 5 87
Read Community Name 6 88
Write Community Name 6 89
Read Community Name 7 90
Write Community Name 7 91
Read Community Name 8 92
Write Community Name 8 93
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Table 4-13 EnVision™ Elite controller SNMP IDs (component type 1) (continued)

Field SNMP ID

Read Community Name 9 94
Write Community Name 9 95
Read Community Name 10 96
Write Community Name 10 97
System Serial Number 100
Additional System Serial Number 105
Manufacturer 106
System Model 107
Number of Unassigned Modules with Alerts 108
Number of Unassigned Modules in Comm. Lost 109
Bluetooth Status 120

# Acquired Bluetooth Devices 121

# Communicating Bluetooth Devices 122

# Non-Communicating Bluetooth Devices 123

# Undiscovered Bluetooth Devices 124

# Authentication Required Bluetooth Devices 125

# Authentcation Failed Bluetooth Devices 126
Wi-Fi Status 150
Active Session 1 Username 10101
Active Session 1 User Role 10102
Active Session 1 Client 10103
Active Session 1 |IP Address 10104
Active Session 2 Username 10201
Active Session 2 User Role 10202
Active Session 2 Client 10203
Active Session 2 IP Address 10204
Active Session 3 Username 10301
Active Session 3 User Role 10302
Active Session 3 Client 10303
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Table 4-13 EnVision™ Elite controller SNMP IDs (component type 1) (continued)

Field SNMP ID

Active Session 3 IP Address 10304
Active Session 4 Username 10401
Active Session 4 User Role 10402
Active Session 4 Client 10403
Active Session 4 IP Address 10404
Active Session 5 Username 10501
Active Session 5 User Role 10502
Active Session 5 Client 10503
Active Session 5 IP Address 10504
Active Session 6 Username 10601
Active Session 6 User Role 10602
Active Session 6 Client 10603
Active Session 6 IP Address 10604
Active Session 7 Username 10701
Active Session 7 User Role 10702
Active Session 7 Client 10703
Active Session 7 |IP Address 10704
Active Session 8 Username 10801
Active Session 8 User Role 10802
Active Session 8 Client 10803
Active Session 8 |IP Address 10804
Active Session 9 Username 10901
Active Session 9 User Role 10902
Active Session 9 Client 10903
Active Session 9 IP Address 10904
Wi-Fi MAC Address 1 20101
Wi-Fi IP Address 1 20102
Wi-Fi Username 1 20103
Wi-Fi User Role 1 20104
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Table 4-13 EnVision™ Elite controller SNMP IDs (component type 1) (continued)

SNMP ID

This pattern repeats for Wi-Fi users 2 to 9 by adding 100 to these IDs for each user.

Table 4-14 DC system peripheral SNMP IDs (component type 2)

Field SNMP ID

Total Output Current 1
Total Output Power 2
Total Capacity Installed - Current 3
Total Capacity Installed - Power 4
Average DC Bus Output Voltage 5
Average Rectifier AC Input Voltage 6
Estimated AC Phase 1 Voltage 7
Estimated AC Phase 2 Voltage 8
Estimated AC Phase 3 Voltage 9
System Voltage 10
Total Load Current 11
Battery Voltage 12
Battery Current 13
Battery Temperature 14
System Number 15
Estimated Required Capacity in Watts 16
Estimated Required Capacity in Amps 17
Estimated Available Capacity in Watts 18
Estimated Available Capacity in Amps 19
Estimated Redundant Capacity in Watts 20
Estimated Redundant Capacity in Amps 21
Estimated Standby Capacity in Watts 22
Estimated Standby Capacity in Amps 23
Average Power 24
Modules Supplying Power 25
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Table 4-14 DC system peripheral SNMP IDs (component type 2) (continued)

Field SNMP ID

Modules in Standby 26
Estimated Capacity Remaining Amps 28
Estimated Capacity Remaining Watts 29
Estimated State of Charge Percent 30
Estimated Battery Runtime 31
Estimated Battery Health Percent 32
Number of Acquired Rectifiers 33
Number of Sourcing Rectifiers 34
Number of Failed Rectifiers 35
Number of Rectifiers with Minor Alerts 36
Number of Rectifiers in Comms. Lost 37
Number of Rectifiers in Comms. Normal 38
Number of AC Failed Rectifiers 39
Number of Rectifiers with Configuration Error 40
Number of Rectifiers in Power Limit 41
Number of Rectifiers in Current Limit 42
Number of Rectifiers with Fan Fail 43
Number of Rectifiers in Bootloader 44
Maximum Rectifier Ambient Temperature 45
Most Numerous Rectifier Model 46
Most Numerous Rectifier Model Count 47
Second Most Numerous Rectifier Model 48
Second Most Numerous Rectifier Model Count 49
Third Most Numerous Rectifier Model 50
Third Most Numerous Rectifier Model Count 51
Output Voltage Type 80
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Table 4-15 Cordex® 8R/8D ADIO peripheral SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

D1 40101
D2 40201
D3 40301
D4 40401
D5 40501
D6 40601
D7 40701
D8 40801
K1 50101
K2 50201
K3 50301
K4 50401
K5 50501
K6 50601
K7 50701
K8 50801

Table 4-16 Cordex® HP L-ADIO peripheral SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

V1 10101
V2 10201
V3 10301
V4 10401
11 20101
12 20201
13 20301
14 20401
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Table 4-16 Cordex® HP L-ADIO peripheral SNMP IDs (component type 3) (continued)

Field SNMP ID

T1 30101
T2 30201
T3 30301
T4 30401
D1 40101
D2 40201
D3 40301
D4 40401
D5 40501
D6 40601
D7 40701
D8 40801
K1 50101
K2 50201
K3 50301
K4 50401
K5 50501
K6 50601
K7 50701
K8 50801
K9 50901
K10 51001
K11 51101
K12 51201

Table 4-17 Cordex® CXCi HP/M1 ADIO peripheral SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

V1 10101
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Table 4-17 Cordex® CXCi HP/M1 ADIO peripheral SNMP IDs (component type 3) (continued)

Field SNMP ID

V2 10201
11 20101
T1 30101
T2 30201
D1 40101
D2 40201
K1 50101
K2 50201
K3 50301
K4 50401

Table 4-18 Cordex® M1+ ADIO peripheral SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

V1 10101
V2 10201
11 20101
T1 30101
T2 30201
D1 40101
D2 40201
D3 40301
D4 40401
D5 40501
D6 40601
K1 50101
K2 50201
K3 50301
K4 50401
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Table 4-18 Cordex® M1+ ADIO peripheral SNMP IDs (component type 3) (continued)

Field SNMP ID

K5 50501
K6 50601
K7 50701

Table 4-19 Cordex® PSU module SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

V1 10101
V2 10201
11 20101
T 30101
T2 30201
D1 40101
D2 40201
K1 50101
K2 50201
K3 50301
K4 50401
K5 50501

Table 4-20 Cordex® HP HV-ADIO peripheral SNMP IDs (component type 3)

Field SNMP ID

Absolute Ground Fault Current 1

Firmware Version 9

V1 10101
V2 10201
11 20101
T 30101
T2 30201
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Table 4-20 Cordex® HP HV-ADIO peripheral SNMP IDs (component type 3) (continued)

Field SNMP ID

D1 40101
D2 40201
D3 40301
D4 40401
K1 50101
K2 50201
K3 50301
K4 50401
K5 50501
K6 50601
DCCT1 60101
DCCT2 60201

Table 4-21 Alpha® smart BDFB distribution system SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

V1 10101
V2 10201
V3 10301
V4 10401
V5 10501
V6 10601
V7 10701
V8 10801
11 20101
12 20201
13 20301
14 20401
15 20501
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Table 4-21 Alpha® smart BDFB distribution system SNMP IDs (component type 3) (continued)

Field SNMP ID

16 20601
17 20701
18 20801
T 30101
T2 30201
D1 40101
D2 40201
D3 40301
D4 40401
D5 40501
D6 40601
D7 40701
D8 40801
11 in Amps 60101
12 in Amps 60201
13 in Amps 60301
14 in Amps 60401
15 in Amps 60501
16 in Amps 60601
I7 in Amps 60701
18 in Amps 60801

Table 4-22 Alpha® smart E2 distribution panel SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

V1 10101
V2 10201
11 20101
12 20201
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Table 4-22 Alpha® smart E2 distribution panel SNMP IDs (component type 3) (continued)

Field SNMP ID

T1 30101
T2 30201
D1 40101
D2 40201
D3 40301
D4 40401
D5 40501
D6 40601
D7 40701
D8 40801
D9 40901
D10 41001
D11 41101
D12 41201
D13 41301
D14 41401
D15 41501
D16 41601
D17 41701
D18 41801
D19 41901
D20 42001
D21 42101
D22 42201
11 in Amps 60101
12 in Amps 60201
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Table 4-23 Fan tray SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

D1 40101

Table 4-24 Cordex® shunt multiplexer module SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

11 20101
12 20201
13 20301
14 20401
15 20501
16 20601
17 20701
18 20801
19 20901
110 21001
111 21101
112 21201
113 21301
114 21401
115 21501
116 21601

Table 4-25 Cordex® HP 6i-ADIO peripheral SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9

11 20101
12 20201
13 20301
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Table 4-25 Cordex® HP 6i-ADIO peripheral SNMP IDs (component type 3) (continued)

Field SNMP ID

14 20401
15 20501
16 20601

Table 4-26 FlexAir® thermal controller module SNMP IDs (component type 3)

Field SNMP ID

Firmware Version 9
Cooling State 51
Heating State 52

V1 10101
T 30101
T2 30201
T3 30301
T4 30401
T5 30501
Relay 1 50101
Relay 2 50201
Fan 1 RPM 100101
Fan 2 RPM 100201
Fan 3 RPM 100301
Fan 4 RPM 100401
Fan 5 RPM 100501
Fan 6 RPM 100601
Fan 7 RPM 100701
Fan 8 RPM 100801

Table 4-27 Smart bypass SNMP |IDs (component type 3)

SNMP ID

Firmware Version 9
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Table 4-27 Smart bypass SNMP IDs (component type 3) (continued)

Field SNMP ID

Ampacity 11

Bypass State 12

Inverter Feed Breaker 13

Utility-Inverter Sync. Requested 14

Utility Phase L1 Voltage 110200
Utility Phase L2 Voltage 110201
Utility Phase L3 Voltage 110202
Inverter Phase L1 Voltage 110300
Inverter Phase L2 Voltage 110301
Inverter Phase L3 Voltage 110302
AC Load Phase L1 Voltage 110400
AC Load Phase L2 Voltage 110401
AC Load Phase L3 Voltage 110402
Utility Phase L1 Current 120200
Utility Phase L2 Current 120201
Utility Phase L3 Current 120202
Inverter Phase L1 Current 120300
Inverter Phase L2 Current 120301
Inverter Phase L3 Current 120302
AC Load Phase L1 Current 120400
AC Load Phase L2 Current 120401
AC Load Phase L3 Current 120402

Table 4-28 Rectifier module SNMP IDs (component type 4)

Field SNMP ID

Bay ID 1
Shelf ID 2
Slot ID 3
AC Input Voltage 4
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Table 4-28 Rectifier module SNMP IDs (component type 4) (continued)

Output Current 5
Ambient Temperature 6
Operating Time 7
Mode 8
Firmware Version 9

Table 4-29 Converter module SNMP IDs (component type 5)

Output Current 1
Input Current 2
Intake Temperature 3
Operating Hours 4
Firmware Version 9

Table 4-30 Battery system SNMP IDs (component type 10)
The componentListStaticName appears as ((BatteryString.XX).YY)

Voltage 1
Current 2
Power 3
Active Temperature 4
Minimum Temperature 5
Average Temperature 6
Maximum Temperature 7
8

Battery Mode

* 0 = Unknown

* 1 = No battery

2 = Battery disconnected

» 3 = Discharging
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Table 4-30 Battery system SNMP IDs (component type 10)
The componentListStaticName appears as ((BatteryString.XX).YY)

(continued)

Field SNMP ID

* 5 =Charging

» 6 = Test discharging

* 10 = Float

« 11 = Equalize

* 12 = Boost
Charging 9
Time Remaining in EQ 10
Time Remaining in Boost 11
Time Remaining in BT 12
Battery Temperature 13
Battery Capacity Rating 14
Peukert Exponent 15
Elevated Absorption State 16
Time Remaining in Elevated Absorption 17
Estimated State of Charge 18
Estimated Battery Runtime 19
Estimated Battery Health 20
Conditioning Mode 21
Battery Test Elapsed Time 22
Derated Maximum Charging Current 23
Nominal Charging Current Limit 24

Table 4-31 Shunt SNMP IDs (component type 13)

SNMP ID

Current
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Table 4-32 SNMP destination SNMP IDs (component type 14)

Field

SNMP ID

Destination Enable

Destination IP Address 2
Destination Community 3
Destination Port 4
Notification Timeout 5
Notification Retries 6
Notification Type 7
Notification Resend Period 8

Table 4-33 CAN bus SNMP IDs (component type 15)

Field

Number of Devices

SNMP ID

Node IDs in Use

Table 4-34 Converter system SNMP IDs (component type 16)

Field

SNMP ID

Total Output Current

Total Output Power 2
Total Capacity Installed - Current 3
Total Capacity Installed - Power 4
Average Converter Output Voltage 5
Average Converter Input Voltage 6
System Voltage 7
Total Load Current 8
System Number 9
Output Voltage Type 80

0350190-J0 Rev A

Page 91



SNMP Integrator Guide | 4 - SNMP reference for the controller

Table 4-35 Inverter system SNMP IDs (component type 19)

Field SNMP ID

Total Output Power

1

Average Output Loading 2

DC Input 3

System Mode 4

Phase 1 Output Power 5

Phase 2 Output Power 6

Phase 3 Output Power 7

Average Output Voltage (Deprecated) 8

DC Input Current 11
DC Input Voltage 12
DC Input Power 13
System on Bypass 14
AC Input Power 15
# Communicating Inverters 30
# Failed Inverters 31
# Replace Fan Inverters 35
# Comms. Lost Inverters 36
# Comms. Lost T2S 37
# T2S Not Accepting Commands 38
#T2S 39
Number of Phases 50
Number of DC Input Groups (Feeds) 51
Supported by All T2S 56
Supported by All Inverters 57
Expected DC Input Current in AC Failure 60
Highest Phase Loading (VA) 61
AC Output Power (W) 62
Phase 1 Output Power (W) 63
Phase 2 Output Power (W) 64
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Table 4-35 Inverter system SNMP IDs (component type 19) (continued)

Field SNMP ID

Phase 3 Output Power (W) 65
Module Size 66
Total Acquired Inverters 67
Number of Redundant Modules 68
Maximum Rated Nominal Output Power (kW) 69
Maximum Rated Nominal Output Power (kVA) 70
Nominal Input Voltage 71
Output Voltage Type 80
Phase 1

AC Output Power (VA) 1101
Output Voltage 1102
Output Current 1103
Output Frequency 1104
Loading of Installed Power (VA) 1105
Number of Inverters On 1106
Loading of Installed Power (W) 1107
Measured DC Input To Output Power Ratio 1108
AC Input Power (W) 1109
AC Input Power (VA) 1110
AC Output Power (W) 1111
DC Input Power 1112
Current Number of Redundant Inverters 1113
Number of Inverters Detected 1114
Number of Inverters Off 1115
Number of Inverters Failed 1116
Phase 2

AC Output Power (VA) 1201
Output Voltage 1202
Output Current 1203
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Table 4-35 Inverter system SNMP IDs (component type 19) (continued)

Field SNMP ID

Output Frequency 1204
Loading of Installed Power (VA) 1205
Number of Inverters On 1206
Loading of Installed Power (W) 1207
Measured DC Input to Output Power Ratio 1208
AC Input Power (W) 1209
AC Input Power (VA) 1210
AC Output Power (W) 1211
DC Input Power 1212
Current Number of Redundant Inverters 1213
Number of Inverters Detected 1214
Number of Inverters Off 1215
Number of Inverters Failed 1216
Phase 3

AC Output Power (VA) 1301
Output Voltage 1302
Output Current 1303
Output Frequency 1304
Loading of Installed Power (VA) 1305
Number of Inverters On 1306
Loading of Installed Power (W) 1307
Measured DC Input to Output Power Ratio 1308
AC Input Power (W) 1309
AC Input Power (VA) 1310
AC Output Power (W) 1311
DC Input Power 1312
Current Number of Redundant Inverters 1313
Number of Inverters Detected 1314
Number of Inverters Off 1315
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Table 4-35 Inverter system SNMP IDs (component type 19) (continued)

Field SNMP ID

Number of Inverters Failed 1316

AC input group 1

Input Voltage 2101
Input Current 2102
Input Frequency 2103
AC Input Power (VA) 2104
Number of Inverters On 2105
AC Input Power (W) 2106
Number of Inverters Detected 2107
Number of Inverters Off 2108
Number of Inverters Failed 2109

AC input group 2

Input Voltage 2201
Input Current 2202
Input Frequency 2203
AC Input Power (VA) 2204
Number of Inverters On 2205
AC Input Power (W) 2206
Number of Inverters Detected 2207
Number of Inverters Off 2208
Number of Inverters Failed 2209

AC input group 3

Input Voltage 2301
Input Current 2302
Input Frequency 2303
AC Input Power (VA) 2304
Number of Inverters On 2305
AC Input Power (W) 2306
Number of Inverters Detected 2307
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Table 4-35 Inverter system SNMP IDs (component type 19) (continued)

Field SNMP ID

Number of Inverters Off 2308
Number of Inverters Failed 2309
DC input group 1

Input Voltage 3101
Input Current 3102
DC Input Power 3103
Number of Inverters On 3104
Number of Inverters Off 3105
Number of Inverters Failed 3106
Number of Inverters Detected 3107
DC input group 2

Input Voltage 3201
Input Current 3202
DC Input Power 3203
Number of Inverters On 3204
Number of Inverters Off 3205
Number of Inverters Failed 3206
Number of Inverters Detected 3207
DC input group 3

Input Voltage 3301
Input Current 3302
DC Input Power 3303
Number of Inverters On 3304
Number of Inverters Off 3305
Number of Inverters Failed 3306
Number of Inverters Detected 3307
DC input group 4

Input Voltage 3401
Input Current 3402
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Table 4-35 Inverter system SNMP IDs (component type 19) (continued)

DC Input Power 3403
Number of Inverters On 3404
Number of Inverters Off 3405
Number of Inverters Failed 3406
Number of Inverters Detected 3407

Table 4-36 Bypass switch SNMP IDs (component type 20)

SNMP ID

Status | 1

Table 4-37 Delay timer SNMP IDs (component type 21)

Output 1
Delay Time Remaining 2
Trigger 3
Reset 5

Table 4-38 Interval timer SNMP IDs (component type 22)

Output 1
Start Event 2
Stop Event 4

Table 4-39 Up counter SNMP IDs (component type 23)

Input 1
Output 2
Reset Input 3
Terminal Reached 4
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Table 4-40 Down counter SNMP IDs (component type 24)

Field SNMP ID

Input 1
Output 2
Initialize Input 3
Counter at Zero 4

Table 4-41 Custom data SNMP IDs (component type 25)

Field SNMP ID

Equation 1
Custom Data Status 2
Error Position 3
Error Token 4
Expected Token 5
Result as numeric 6
Result as Boolean 7
Result as text 8
Text 1 Priority 100
Text 2 Priority 110
Text 3 Priority 120
Text 4 Priority 130
Text 5 Priority 140
Text 6 Priority 150

Table 4-42 Current transducer module SNMP IDs (component type 26)

SNMP ID

Current 1

Table 4-43 Breaker or fuse SNMP IDs (component type 27)

SNMP ID

State 1
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Table 4-44 Line power system SNMP IDs (component type 31)

Field SNMP ID

Total Output Power

1

Modules 2
Average Input Voltage 3
Total Input Current (Est.) 4
Total Input Power (Est.) 5
Maximum Temperature 6
Loads 7
Channels 8
System Number 9
Total Output Current 10
Output Voltage Type 80

Table 4-45 Line power system module SNMP IDs (component type 32)

Field SNMP ID

Temperature 1
Input Voltage 2
Bay ID 3
Shelf ID 4
Slot ID 5
Firmware Version 9
C1 Output Voltage 80101
C1 Output Current 80102
C2 Output Voltage 80201
C2 Output Current 80202
C3 Output Voltage 80301
C3 Output Current 80302
C4 Output Voltage 80401
C4 Output Current 80402
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Table 4-46 Line power load SNMP IDs (component type 33)

Channels 1
Channels Enabled 2
Total Channels in Alert 3
Total Output Current 4
Total Output Power 5
Current Capacity 6
Power Capacity 7

Table 4-47 Distribution system SNMP IDs (component type 34)

Voltage 1
Current 2
Breaker Trips 3
Maximum Temperature 4
Active Alarms 5
Average Input Voltage 6
Total Input Current 7
Output Voltage Type 80

Table 4-48 Distribution panel SNMP IDs (component type 35)

Voltage 1
Current 2
Active Alarms 3
Overall Breaker Trips 4

Table 4-49 Distribution subsystem SNMP IDs (component type 36)

SNMP ID

Voltage 1
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Table 4-49 Distribution subsystem SNMP IDs (component type 36) (continued)

Current 2
Breaker Trips 3
Maximum Temperature 4
Active Alarms 5

Table 4-50 Scheduled action SNMP IDs (component type 40)

Recurrence 1
End 2
Schedule Status 3
Last Run 4
Next Scheduled Run 5
Total Executed Runs 6
Action 7

Table 4-51 Alpha® FXM HP UPS module SNMP IDs (component type 41)

Field

SNMP ID

Operating Frequency

Nominal AC Voltage 2
Rated Output Power 3
Rated Battery Voltage 4
AC Output Voltage 5
AC Output Frequency 6
AC Output Current 7
AC Output Apparent Power 8
Battery Voltage 9
Battery Current 10
Battery Temperature 11
Elapsed Time on Battery 12
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Table 4-51 Alpha® FXM HP UPS module SNMP IDs (component type 41) (continued)

System Mode 13
Inverter Minutes Since Cleared 14
Inverter Count Since Cleared 15
Boost Minutes Since Cleared 16
Boost Count Since Cleared 17
Buck Minutes Since Cleared 18
Buck Count Since Cleared 19
Energy Delivered 20
Output Voltage Type 80

Table 4-52 Change relay SNMP IDs (component type 43)

Field

SNMP ID

Condition Value

Relay Status

Relay Status When Condition is True

Relay Status When Condition is False or Unknown

AN

Table 4-53 Change field SNMP IDs (component type 44)

Field

Condition Value

SNMP ID
1

Field Value

2

Table 4-54 General purpose transducer module SNMP IDs (component type 48)

SNMP ID

Calculated Value

Table 4-55 Change field to variable SNMP IDs (component type 49)

SNMP ID

Last Error Condition
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Table 4-55 Change field to variable SNMP IDs (component type 49) (continued)

Field SNMP ID

Field Value 2
Field Range 3
Custom Data Value 4
Time to Next Possible Change 5

Table 4-56 Battery string SNMP IDs (component type 50)
The componentListStaticName appears as ((GenericBatteryString.XX).YY)

Field SNMP ID

Voltage 1
Current 2
Power 3
Minimum Temperature 4
Average Temperature 5
Maximum Temperature 6
Active Temperature 7
Midpoint Voltage 8
Breaker/Fuse 9
Battery Age Estimation: Present Age Rate 10
Battery Age Estimation: Estimated Age 11
Battery Age Estimation: Estimated Time Remaining 12
Battery Age Estimation: Temperature Range 1 13
Battery Age Estimation: Temperature Range 2 14
Battery Age Estimation: Temperature Range 3 15
Battery Age Estimation: Temperature Range 4 16
Battery Age Estimation: Initial Age 17

Table 4-57 DC source system SNMP IDs (component type 52)

SNMP ID

Average Voltage
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Table 4-57 DC source system SNMP |IDs (component type 52) (continued)

Field SNMP ID
Total Current 2
Output Voltage Type 80

Table 4-58 Basic DC source SNMP IDs (component type 53)

Voltage 1
Current 2
Breaker/Fuse Status 3

Table 4-59 Legacy DC generator system SNMP IDs (component type 53)

Voltage 1
Current 2
Breaker/Fuse Status 3

Table 4-60 AC source system SNMP IDs (component type 56)

Field

SNMP ID

Average Phase 1 Voltage

Average Phase 2 Voltage 2
Average Phase 3 Voltage 3
Output Voltage Type 80

Table 4-61 AC source SNMP IDs (component type 57)

Field

Number of Phases

SNMP ID

Phase 1 Voltage 2
Phase 2 Voltage 3
Phase 3 Voltage 4
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Table 4-62 Legacy AC generator system SNMP IDs (component type 57)

Field SNMP ID

Number of Phases 1
Phase 1 Voltage 2
Phase 2 Voltage 3
Phase 3 Voltage 4

Table 4-63 Alpha® external maintenance bypass switch (XMBS) SNMP IDs (component type 62)

SNMP ID

Status | 1

Table 4-64 Alpha® FXM HP UPS ADIO peripheral SNMP IDs (component type 63)

Field SNMP ID

Firmware Version 9

Input 1 20
Input 2 21
Input 3 22
Relay C1 30
Relay C2 31
Relay C3 32
Relay C4 33
Relay C5 34
Relay C6 35
Temperature 40

Table 4-65 Thermal system SNMP IDs (component type 67)

Field SNMP ID

Internal Temperature 1
External Temperature 2
System Temperature 1 3
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Table 4-65 Thermal system SNMP IDs (component type 67) (continued)

Field SNMP ID
System Temperature 2 4
System Temperature 3 5

Table 4-66 Cordex® HP 3kW hyperboost converter module SNMP IDs (component type 69)

Bay ID 1
Shelf ID 2
Slot ID 3
Firmware Version 9

Table 4-67 Cordex® CXPS-HSS hyperboost system SNMP IDs (component type 70)

System Number 1
Battery Bus Voltage 2
Load Bus Voltage 3
Total Battery Bus Current 4
Total Battery Bus Power 5
Total Load Bus Current 6
Total Load Bus Power 7
Average Converter Battery Bus Voltage 8
Average Converter Load Bus Voltage 9
Average Ambient Temperature 10
Total Capacity Installed - Battery Current 11
Total Capacity Installed - Load Current 12
Total Capacity Installed - Power 13
# Acquired Converters 14
# Charging Converters 15
# Discharging Converters 16
# Failed Converters 17
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Table 4-67 Cordex® CXPS-HSS hyperboost system SNMP IDs (component type 70) (continued)

Field SNMP ID

# Minor Alerts Converters 18
# Comms Lost Converters 19
# Controllable Converters 20
# Converters in Bootloader 21
# Fan Fail Converters 22
# Thermal Shutdown Converters 23
# Temp. Sensor Fail Converters 24
# Module Insertion Fail Converters 25
# Battery Overvoltage Protection Converters 26
# Battery Bus LVD Active Converters 27
# Load Bus Overvoltage Protection Converters 28
# Load Bus LVD Active Converters 29
# Calibration Data Corrupted Converters 30
# Configuration Error Converters 31
# Converters with Internal Fault 32
# Battery Fail Converters 33
# Battery Output Current Limit Converters 34
# Load Bus Power Limit Converters 35
# Load Bus Current Limit Converters 36
# Temperature Derating Converters 37
# Ramp Test Failed Converters 38
Battery Voltage 39
Battery Current 40
Battery Temperature 41
Estimated State of Charge Percent 42
Estimated Battery Runtime 43
Estimated Battery Health Percent 44
Average Distribution Voltage 45
Total Distribution Current 46
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Table 4-67 Cordex® CXPS-HSS hyperboost system SNMP IDs (component type 70) (continued)

Field SNMP ID

Total Distribution Power 47
Total Distribution Feeder Fuse Rating 48
Total Distribution Utilization 49
# Unused Breakers 50
# Tripped Breakers 51
# On - Not in Inventory Breakers 52
# Normal Breakers 53
# Overloaded Breakers 54
Active Voltage Regulation State 55
DC System AC Off Status 56
External DC System AC Off Status 57
Output Voltage Type 80

Table 4-68 AC generator system SNMP IDs (component type 74)

Field SNMP ID

Number of Phases 1
Phase 1 Voltage 2
Phase 2 Voltage 3
Phase 3 Voltage 4
External Status Signal 10
Startups in Time Period 20
Total Startups 21
Total Runtime 22
Generator State 40
Generator Runtime 41
Last Generator Command 42
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Table 4-69 DC generator system SNMP IDs (component type 75)

Voltage 1

Current 2

Breaker/Fuse Status 3

External Status Signal 10
Startups in Time Period 20
Total Startups 21
Total Runtime 22
Generator State 40
Generator Runtime 41
Last Generator Command 42

Table 4-70 Generator system start equation SNMP IDs (component type 76)

Equation 1
Custom Data Status 2
Error Position 3
Error Token 4
Expected Token 5
Result as numeric 6
Result as Boolean 7
Start Equation 20
Call to Start 21
Result as Boolean, Stabilized 22

Table 4-71 Generator system stop equation SNMP IDs (component type 77)

Equation 1
Custom Data Status 2
Error Position 3
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Table 4-71 Generator system stop equation SNMP IDs (component type 77) (continued)

Error Token 4
Expected Token 5
Result as numeric 6
Result as Boolean 7
Stop Equation 20
Call to Stop 21
Result as Boolean, Stabilized 22

Table 4-72 Generator system start condition; Generator system stop condition SNMP IDs (component

type 78)

Field SNMP ID
Value to Test 1

Test Time Remaining 2

Value 3

Table 4-73 User SNMP IDs (component type 79)

Name 1
Description 2
Alias 3
User Role 4

Table 4-74 Matrix™ distribution breaker panel SNMP IDs (component type 97)

Field

SNMP ID

Overcurrent Warning Threshold

Overcurrent Alert threshold 2
Firmware Version 9
Bus A Voltage 100
Bus A Current 101
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Table 4-74 Matrix™ distribution breaker panel SNMP IDs (component type 97) (continued)

Field SNMP ID

Bus A Feeder Fuse Rating 102

Bus B Voltage 200

Bus B Current 201

Bus B Feeder Fuse Rating 202

Breaker A1 State 10101
Breaker A1 Current 10102
Breaker A1 Rating 10103
Breaker A2 State 10201
Breaker A2 Current 10202
Breaker A2 Rating 10203
Breaker A3 State 10301
Breaker A3 Current 10302
Breaker A3 Rating 10303
Breaker A4 State 10401
Breaker A4 Current 10402
Breaker A4 Rating 10403
Breaker A5 State 10501
Breaker A5 Current 10502
Breaker A5 Rating 10503
Breaker A6 State 10601
Breaker A6 Current 10602
Breaker A6 Rating 10603
Breaker A7 State 10701
Breaker A7 Current 10702
Breaker A7 Rating 10703
Breaker A8 State 10801
Breaker A8 Current 10802
Breaker A8 Rating 10803
Breaker B1 State 20101
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Table 4-74 Matrix™ distribution breaker panel SNMP IDs (component type 97) (continued)

Field SNMP ID

Breaker B1 Current 20102
Breaker B1 Rating 20103
Breaker B2 State 20201
Breaker B2 Current 20202
Breaker B2 Rating 20203
Breaker B3 State 20301
Breaker B3 Current 20302
Breaker B3 Rating 20303
Breaker B4 State 20401
Breaker B4 Current 20402
Breaker B4 Rating 20403
Breaker B5 State 20501
Breaker B5 Current 20502
Breaker B5 Rating 20503
Breaker B6 State 20601
Breaker B6 Current 20602
Breaker B6 Rating 20603
Breaker B7 State 20701
Breaker B7 Current 20702
Breaker B7 Rating 20703
Breaker B8 State 20801
Breaker B8 Current 20802
Breaker B8 Rating 20803

Table 4-75 Environment manager system SNMP IDs (component type 99)

Field SNMP ID

Cooling Mode 1
Internal Temperature 2
External Temperature 3
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Table 4-75 Environment manager system SNMP IDs (component type 99) (continued)

Field SNMP ID

Reference External Temperature 4
Fan Count 5
Air Conditioner Count 6
Staff Comfort Mode Time Remaining 7
Purge Mode Status 8

Table 4-76 Generic fan SNMP IDs (component type 100)

Field SNMP ID

Fan Number 1
Fan State 2
Digital Feedback Signal 3
Fan Speed 4
Energy Consumption Voltage 5
Pulse Count 6
Energy Consumption 7
Runtime Last 15 Minutes 8
Daily Usage Percent 9
Total Runtime Minutes 10
Total Usage Percent 11
Total Activation Count 12

Table 4-77 Generic air conditioner unit SNMP IDs (component type 101)

Field SNMP ID

Fan Number 1
Fan State 2
Digital Feedback Signal 3
Fan Speed 4
Energy Consumption Voltage 5
Pulse Count 6
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Table 4-77 Generic air conditioner unit SNMP IDs (component type 101) (continued)

Field SNMP ID

Energy Consumption 7
Runtime Last 15 Minutes 8
Daily Usage Percent 9
Total Runtime Minutes 10
Total Usage Percent 11
Turn on Temp. in Air Conditioning 12
Turn off Temp. in Air Conditioning 13

Table 4-78 Lithium-ion battery modules SNMP IDs (component type 102)

Field SNMP ID

Operating State 1
State of Charge 2
State of Health 3
DC Output Current 4
Battery Pack Voltage 5
Maximum Cell Voltage 6
Minimum Cell Voltage 7
Maximum Module Temp. 8
Minimum Module Temp. 10
Maximum Charging Current 11
Nominal DC Output Voltage 12
Nominal DC Output Power 13
Derated DC Output Current Limit at Present 14
Derated DC Output Power Limit at Present 15
DC Energy Delivered 16
Number of Cycles 17
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Table 4-79 EnVision™ energy router SNMP IDs (component type 105)

Field SNMP ID

Bay ID 1
Shelf ID 2
Slot ID 3
Number of Slots 4
System Bus Voltage 5
System Bus Current 6
System Current Max. Rating 7
Firmware Version 9
Ambient Temperature 1"
S1 Status 101
S1 Serial Number 103
S1 Device ID 104
S1 Firmware Version 105
S1 Model 106
S1 CAN Parent 107
S1 Comm. Status 108
S1 Load Voltage 110
S1 Load Current 111
S1 Load Power 112
S1 Current Rating 113
S1 Utilization 116
S1 Slots Occupied 117
This pattern repeats for EnVision™ smart switch modules (SSM) S2 to S12 by adding 30 to these IDs for each
smart switch module.

Table 4-80 EnVision™ energy router distribution subsystem SNMP IDs (component type 106)

Field SNMP ID

Average Bus Voltage 1

Sum of Bus Currents 2
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Table 4-80 EnVision™ energy router distribution subsystem SNMP IDs (component type 106)

(continued)

Field SNMP ID

System Voltage Bus A 3
System Current Bus A 4
System Voltage Bus B (only applicable in dual-bus system) 5
System Current Bus B (only applicable in dual-bus system) 6
Ambient Temperature 7
Average SSM Voltage 8
Sum of SSM Currents 9
Shelf Current Rating 10
Bus A Current Rating 11
Bus B Current Rating (only applicable in dual-bus system) 12
Max. Installed Capacity 13
Max. Functional Capacity 14
Average Utilization 15
Number of Installed SSMs 16
Number of Functional SSMs 17
Number of Empty Slots 18
Number of Tripped SSMs 19
Active Alarms 20

Table 4-81 Cordex® HP protocol bridge peripheral SNMP IDs (component type 107)

Field SNMP ID

Battery List Change 2
Number of Battery Modules 3
Number of Charge Blocked Battery Modules 4
Number of Fully Charged Battery Modules 5
Number of Failed Battery Modules 6
Maximum State of Charge 7
Average State of Charge 8
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Table 4-81 Cordex® HP protocol bridge peripheral SNMP IDs (component type 107) (continued)

Field SNMP ID

Firmware Version 9

Minimum State of Charge 10
Maximum State of Health 11
Average State of Health 12
Minimum State of Health 13
Total Battery Current 14
Maximum Battery Current 15
Average Battery Current 16
Minimum Battery Current 17
Maximum Temperature 18
Average Temperature 19
Minimum Temperature 20
Maximum Cycle Count 21
Average Cycle Count 22
Minimum Cycle Count 23

Table 4-82 Third-party lithium-ion battery module SNMP IDs (component type 108)

Field SNMP ID

Battery Current 1
Battery Communication Status 2
State of Charge 3
State of Health 4
Cycle Count 5
Device Address 6
Active Temperature 7
Breaker/Fuse 8
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Table 4-83 Third-party lithium-ion battery module SNMP IDs (component type 108)

Voltage 1
Current 2
Power 3
Battery Mode 4

+ 0 = Unknown
* 1 = No battery
« 3 = Discharging

« 5 =Charging

» 10 = Float
Battery Capacity Rating 5
Active Temperature 6
Minimum Temperature 7
Maximum Temperature 8
Breaker/Fuse 9
Average State of Charge 10
Battery Discharge Time Remaining 11

Table 4-84 Bluetooth device SNMP IDs (component type 110)

Field SNMP ID

MAC Address 1
Signal Strength 2
Firmware Version 3
Comm. Status 4
Battery Block Voltage 5
Battery Block Temperature 6

4.6.4. Published SNMP Get/Set fields

The fields listed here provide read and write access. See the Published SNMP fields chapter for
available read-only fields.
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The tables provided here define the Component items, and the Data Field Type indexing values, when
using the ALPHA-RESOURCE-MIB. Refer to the section, Using the Alpha® resource MIB for detailed
explanation of the index dependencies of tables within the MIB. Refer to the SNMP Reference section for
a short explanation of the Index Calculation technique.

Specific OIDs are not available for the defined data fields. The dynamic nature of controllers do not allow
for a static definition of a component reference number. The component reference number is currently not
configurable.

The Data Field reference IDs are statically assigned and are unique to the Component. These numbers,
combined with the other dependencies of the AIpha® resource MIB tables, provide currently published
data and future data without the need to change MIB files.

" Notice: Some of the field names may repeat due to field items that are in repeated groups. Their
indexes would remain unique to identify the individual fields. For example, AC input phase fields
would have repeating items.

Table 4-85 EnVision™ Elite controller SNMP IDs (component type 1)

Field SNMP ID

Name 1

Description 2

Site Number 10
Technical Support Number 1"
Contact Name 12
Contact Number 13
Street 14
City 15
ZIP Code/Postal Code 16
Region/State/Province 17
Country 18
Latitude 19
Longitude 20
Altitude 21
Time Zone 22
Daylight Saving Method 23
Remote Configuration Lockout Enable 24
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Table 4-85 EnVision™ Elite controller SNMP IDs (component type 1) (continued)

Field SNMP ID

Lockout Override Time 25
On Alarm Cutoff Button Press 26
Alarm Cutoff Period 27
Alarm Activation Delay at Startup 28
Speaker Enable 29
Time Server IP Address 30
Default Login Language 31
Shelf Layout Order 32
Name Customization 33
Power Flow Configuration Suggestions 34
Visibility of User Strings 35
LCD Dashboard Option 36
LCD Timeout 37
Require Login for Sensitive Information 38
Screen Rotation Angle 39
USB Maintenance Actions 40
Append a Date String to Filenames 41
Add the Controller Name to Filenames 42
System Summary Option 43
LCD Dashboard Text Size 50
LCD Dashboard Text Alignment 51
Configuration File Identifier 52
Web Server Custom Port 53
Secure Web Server Custom Port 54
Web Connection Protocol 55
USB Port 56
Syslog Agent 57
Facility Value 58
Inhibit Alarm Summary Relays During Maintenance 60
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Table 4-85 EnVision™ Elite controller SNMP IDs (component type 1) (continued)

Field SNMP ID

Include Uppercase Letter 61
Include Lowercase Letter 62
Include Number 63
Include Special Character 64
Reject Common Passwords 65
Bluetooth Enable 66
Bluetooth Polling 67
Bluetooth Polling Interval 68
SNMP Synchronize Alarm Parameters 70
SNMPv3 Authentication Protocol 7
SNMPv3 Privacy Protocol 72
SNMPv3 Security Name 73
Modbus Agent 80
Modbus Byte Order 81
Modbus Limited Data Set Device ID 82
Modbus Internet Protocol 83
Email Client Enable 90
SMTP Server Address 91
SMTP Server Port 92
SNMP Client Domain Name 93
SMTP Server User Name 94
Configuration Restore Points Enable 100
System Model 105
System Part Number 106
Additional System Model 110
Additional Part Number 111
System User Notification Enable 112
Notification Title 113
Notification Content 1 114
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Table 4-85 EnVision™ Elite controller SNMP IDs (component type 1) (continued)

Field SNMP ID

Notification Content 2 115
Notification Content 3 116
Notification Content 4 117
Notification Content 5 118
Notification Content 6 119
Notification Content 7 120
Notification Content 8 121
Notification Content 9 122
Notification Content 10 123
Wi-Fi Allowed 150
Wi-Fi IP Address 151
Wi-Fi Idle Timeout 152

Table 4-86 DC system SNMP IDs (component type 2)

Field SNMP ID

Name 1
Description 2
System Number 3
System Serial Number 4
System Modbus Device ID 5
Rectifier Assignment Rule 10
Nominal Input Voltage 1
System Float Voltage 12
Extended Ranges (advanced) 13
Rectifier Minimum Test Voltage 14
Rectifier Safe Mode Voltage 15
Rectifier Overvoltage Protection Threshold 16
Rectifier System Start Delay 17
Rectifier Module Start Delay 18
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Table 4-86 DC system SNMP IDs (component type 2) (continued)

Field SNMP ID

Rectifier Current Limit 19
Rectifier Power Limit 20
Rectifier Overload Alert 21
Rectifier Ramp Test 22
Voltage Regulation Enable 23
Loadsharing Enable 24
Power Save Enable 25
Module Power for Maximum Efficiency 26
Rotate One Module Period 27
Rectifier Fast Soft-Start 28
Rectifier High Voltage Alert Threshold (deprecated) 29
Alert Masking Policy 30

Table 4-87 ADIO module SNMP peripheral IDs (component type 3)

Field SNMP ID

Name

1

Description

2

Table 4-88 FlexAir® thermal controller SNMP IDs (component type 3)

Field SNMP ID

Name 1

Description 2

Fan 1 Replacement Date 10
Fan 2 Replacement Date 1
Fan 3 Replacement Date 12
Fan 4 Replacement Date 13
Fan 5 Replacement Date 14
Fan 6 Replacement Date 15
Fan 7 Replacement Date 16
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Table 4-88 FlexAir® thermal controller SNMP IDs (component type 3) (continued)

SNMP ID

Fan 8 Replacement Date 17

Table 4-89 Rectifier module SNMP IDs (component type 4)

SNMP ID

Rectifier Phase | 10

Table 4-90 Alpha® T2S inverter controller module SNMP IDs (component type 8)

Field SNMP ID

Name 1

Description 2

Table 4-91 Battery system SNMP IDs (component type 10)

Field SNMP ID

Name 1

Description 2

Modbus Device ID 3

Number of Cells per String 10
Charging Threshold Override 11
Discharging Threshold Override 12
Hysteresis Override 13
Equalize Duration 14
Equalize Voltage 15
Boost Duration 16
Boost Voltage 17
Battery Test Termination Voltage 18
Battery Test Timeout 19
Battery Test Termination on State of Charge Enable 20
Battery Test Termination State of Charge 21
Auto Battery Test Interval Between Tests 22
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Table 4-91 Battery system SNMP IDs (component type 10) (continued)

Field SNMP ID

Auto Battery Test Start Hour 23
Auto Battery Test Days to Retry Failed Test 24
Remote Battery Test Enable 25
Temperature Compensation in Float Enable 26
Temperature Compensation in Equalize Enable 27
Temperature Compensation in Absorption Enable 28
Temperature Compensation Slope 29
Minimum Voltage Breakpoint 30
Maximum Voltage Breakpoint 31
Charge Current Control Enable 32
Charge Current Limit (C/X) 33
Battery Estimation Enable 34
Load Model 35
Elevated Absorption Charging Enable 36
Elevated Absorption Arming Threshold 37
Elevated Absorption Voltage 38
Elevated Absorption Termination Threshold 39
Elevated Absorption Timeout 40

Table 4-92 Disconnect SNMP IDs (component type 11)

Field SNMP ID

Name 1

Description 2

Disconnect Enable 10
Disconnect Threshold 11
Connect Threshold 12
Disconnect On Time after AC Fail 13
Time after AC Fail Disconnect Threshold 14
Disconnect on Battery State of Charge 15
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Table 4-92 Disconnect SNMP IDs (component type 11) (continued)

SNMP ID

State of Charge Disconnect Threshold | 16

Table 4-93 Load SNMP IDs (component type 12)

Field SNMP ID
Name 1
Description 2

Table 4-94 Shunt SNMP IDs (component type 13)

Name 1
Description 2
Range in Amps 10
Range in Millivolts 11
Offset 12

Table 4-95 SNMP destination SNMP IDs (component type 14)

Name 1

Description 2

Destination Enable 10
IP Address 11
Community 12
Port 13
Notification Timeout 14
Notification Retries 15
Notification Resend Period 16
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Table 4-96 CAN bus SNMP IDs (component type 15)

Name 1
Description 2
Bus Enable 10

Table 4-97 Converter system SNMP IDs (component type 16)

Name 1
Description 2
System Number 3
System Serial Number 4
Assignment Rule 10
Converter Output Voltage 11
Converter Input Voltage Shutdown 12
Converter Input Voltage Restart 13
Converter Overvoltage Protection 14
Converter System Start Delay 15
Converter Current Limit Alert 16

Table 4-98 Digital user alarm SNMP IDs (component type 17)

Field SNMP ID
Name 1
Description 2

Table 4-99 Threshold user alarm SNMP IDs (component type 18)

Name 1
Description 2
Alarm When Value 10
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Table 4-100 Inverter system SNMP IDs (component type 19)

Field SNMP ID

Name 1
Description 2
System Number 3
System Serial Number 4
System Modbus Device ID 5
Assignment Rule 10
Commissioning Method 11
Number of Shelves per Phase 12
Manual DC Mode Enable 13
Desired DC Input 14
AC Input Power Limit Enable 15
AC Input Power Limit 16
DC Input Voltage Low Limit 17
DC Input Voltage Restart Limit 18
Number of Slots per Shelf 19

Table 4-101 Bypass switch SNMP IDs (component type 20)

Field SNMP ID

Name 1

Description 2

Table 4-102 Delay timer SNMP IDs (component type 21)

Field SNMP ID

Name 1
Description 2
Delay 10
Auto Reset 1
Output True When 12
Retriggerable 13
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SNMP Integrator Guide | 4 - SNMP reference for the controller

Field SNMP ID
Name !
Description 2

Table 4-104 Up counter SNMP IDs (component type 23)

Name 1
Description 2
Terminal Value 3
Persist Counter Value Through Restart 4

Table 4-105 Down counter SNMP IDs (component type 24)

Name 1
Description
Initial Value

Persist Counter Value Through Restart

AN

Table 4-106 Custom data SNMP IDs (component type 25)

Name 1
Description 2
Equation 10
Text 1 Name 100
Text 1 Logic 101
Text 1 Limit 102
Text 2 Name 110
Text 2 Logic 111
Text 2 Limit 112
Text 3 Name 120
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Table 4-106 Custom data SNMP IDs (component type 25) (continued)

Field SNMP ID

Text 3 Logic 121
Text 3 Limit 122
Text 4 Name 130
Text 4 Logic 131
Text 4 Limit 132
Text 5 Name 140
Text 5 Logic 141
Text 5 Limit 142
Text 6 Name 150
Text 6 Logic 151
Text 6 Limit 152

Table 4-107 Current transducer module SNMP IDs (component type 26)

Field SNMP ID

Name 1
Description 2
Range in Amps 10
Range in Volts 1
Offset 12

Table 4-108 Breaker or fuse SNMP IDs (component type 27)

Field SNMP ID

Name 1
Description 2
Usage 10
Size 11
Wire Gauge 12
Destination 13

Page 130 0350190-J0 Rev A



SNMP Integrator Guide | 4 - SNMP reference for the controller

Table 4-109 Email destination SNMP IDs (component type 29)

Name 1
Description 2
From Address 10
To Address 11
Send Interval 12

Table 4-110 Auxiliary system SNMP IDs (component type 30)

Field SNMP ID
Name 1
Description 2

Table 4-111 Line power system SNMP IDs (component type 31)

Name 1

Description 2

System Number 3

System Serial Number 4

Assignment Rule 10
Input Voltage Low Shutdown 11
Input Voltage Low Restart 12
Primary Output Display 13
Channel Shutdown Alarm Group Enable 14
Channel Shutdown Alarm Group Priority 15
Channel Shutdown Alarm Group Parameter 1 16
Channel Shutdown Alarm Group Parameter 2 17
Module Failure Alarm Group Enable 18
Module Failure Alarm Group Priority 19
Module Failure Alarm Group Parameter 1 20
Module Failure Alarm Group Parameter 2 21
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Table 4-112 Line power load SNMP IDs (component type 33)

Field SNMP ID
Name !
Description 2

Downstream Loads

11

Table 4-113 Distribution system SNMP IDs (component type 34)

Name 1
Description 2
System Number 3
System Serial Number 4

Table 4-114 Distribution panel SNMP IDs (component type 35)

Name 1
Description 2
Fuse Number 10
Fuse Size 11
Fuse Max. Amperage 12

Table 4-115 Distribution subsystem SNMP IDs (component type 36)

Name 1
Description 2
Serial Number 4

Table 4-116 Reference load SNMP IDs (component type 37)

Field SNMP ID
Name 1
Description 2
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Table 4-117 Scheduled action SNMP IDs (component type 40)

Field SNMP ID

Name

1

Description

2

Table 4-118 AIpha® FXM HP UPS module SNMP IDs (component type 41)

Field SNMP ID

Name 1

Description 2

System Number 3

System Serial Number 4

Low Battery Threshold 10
Power Outage Alarm Delay 11
AC Input Qualification (Re-transfer) Time 12
AC Input Sense 13
Automatic Voltage Regulation 14
AVR Disabled AC Input High Limit 15
AVR Disabled AC Input Low Limit 16
System Float Voltage 17
Green (OK) LED 18
AC Output Shutdown Operation 19
AC Output Shutdown Auto On Delay 20
External Fan On Temperature 21
External Fan Off Hysteresis 22
AC Output Upper Disconnect Voltage 23
AC Output Lower Disconnect Voltage 24
Maximum Time On Inverter Enable 25
Maximum Time On Inverter 26
Inverter Shutdown Voltage 27
Inverter Manual Start Up Voltage 28
Keep Alive Enable 29
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Table 4-118 AIpha® FXM HP UPS module SNMP IDs (component type 41) (continued)

Field SNMP ID

Keep Alive Startup Delay 30
Keep Alive Destination IP Address 31
Keep Alive Protocol Timeout 32
Keep Alive Protocol Interval 33
Keep Alive Maximum Protocol Retries 34
Keep Alive Action Duration 35
Keep Alive Maximum Action Retries 36
Keep Alive Failure Restart Delay 37
Keep Alive Protocol 38
Keep Alive Protocol TCP Port 39
Keep Alive Fail Action 40
Start Up Option after Triggered Shutdown 41
Auto Start Up Delay after Triggered Shutdown 42

Table 4-119 Disconnect with time of day SNMP IDs (component type 42)

Field SNMP ID

Name 1
Description 2
Disconnect Enable 10
Delay 11

Table 4-120 Change relay SNMP IDs (component type 43)

Field SNMP ID

Name

1

Description

2

Table 4-121 Change field SNMP IDs (component type 44)

SNMP ID

Name
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Table 4-121 Change field SNMP IDs (component type 44) (continued)

Description 2
Field Value When Condition True 10
Field Value When Condition False 1

Table 4-122 General purpose transducer module SNMP IDs (component type 48)

Name 1

Description 2

Minimum Input Voltage 10
Maximum Input Voltage 11
Minimum Output Voltage 12
Maximum Output Voltage 13
Output Offset 14

Table 4-123 Change field to variable SNMP IDs (component type 49)

Name 1
Description 2
Field Value Change Interval 10

Table 4-124 Battery string SNMP IDs (component type 50)

Name 1
Description 2
Capacity Rating 10
Open Circuit Voltage 11
Peukert Exponent 12
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Table 4-125 Timing relay SNMP IDs (component type 51)

Name 1
Description 2
Relay Enable 10
Relay Activation Delay 11

Table 4-126 DC source system SNMP IDs (component type 52)

Field SNMP ID
Name 1
Description 2

Table 4-127 Basic DC source SNMP IDs (component type 53)

Field SNMP ID
Name 1
Description 2

Table 4-128 Legacy DC generator system SNMP IDs (component type 53)

Name 1

Description 2

Generator Control Enable 10
Start Voltage Threshold 11
Stop Voltage Threshold 12
Minimum Runtime 13
Maximum Runtime 14
Start Condition 1 Name 20
Start Condition 1 Enable 21
Start Condition 1 Logic 22
Start Condition 1 Limit 23
Stop Condition 1 Name 30
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Table 4-128 Legacy DC generator system SNMP IDs (component type 53) (continued)

Field SNMP ID

Stop Condition 1 Enable 31
Stop Condition 1 Logic 32
Stop Condition 1 Limit 33
Start Condition 2 Name 40
Start Condition 2 Enable 41
Start Condition 2 Logic 42
Start Condition 2 Limit 43
Stop Condition 2 Name 50
Stop Condition 2 Enable 51
Stop Condition 2 Logic 52
Stop Condition 2 Limit 53
Start Condition 3 Name 60
Start Condition 3 Enable 61
Start Condition 3 Logic 62
Start Condition 3 Limit 63
Stop Condition 3 Name 70
Stop Condition 3 Enable 71
Stop Condition 3 Logic 72
Stop Condition 3 Limit 73

Table 4-129 Data subscription SNMP IDs (component type 54)

Field SNMP ID

Name 1
Description 2
IP Address 10

Table 4-130 Generic disconnect SNMP |IDs (component type 55)

SNMP ID

Name
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Table 4-130 Generic disconnect SNMP IDs (component type 55) (continued)

Field SNMP ID

Description 2

Disconnect Enable 10
Voltage Disconnect Threshold 11
Voltage Connect Threshold 12
Allow Disconnect During Battery Test 13
Require AC Input For Reconnect 14
Required Time to Stay Disconnected 15
Disconnect Condition 1 Name 20
Disconnect Condition 1 Enable 21
Disconnect Condition 1 Logic 22
Disconnect Condition 1 Limit 23
Reconnect Condition 1 Name 30
Reconnect Condition 1 Enable 31
Reconnect Condition 1 Logic 32
Reconnect Condition 1 Limit 33
Disconnect Condition 2 Name 40
Disconnect Condition 2 Enable 41
Disconnect Condition 2 Logic 42
Disconnect Condition 2 Limit 43
Reconnect Condition 2 Name 50
Reconnect Condition 2 Enable 51
Reconnect Condition 2 Logic 52
Reconnect Condition 2 Limit 53
Disconnect Condition 3 Name 60
Disconnect Condition 3 Enable 61
Disconnect Condition 3 Logic 62
Disconnect Condition 3 Limit 63
Reconnect Condition 3 Name 70
Reconnect Condition 3 Enable 7
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Table 4-130 Generic disconnect SNMP IDs (component type 55) (continued)

Field SNMP ID
Reconnect Condition 3 Logic 72
Reconnect Condition 3 Limit 73

Table 4-131 AC source system SNMP IDs (component type 56)

Field SNMP ID
Name 1
Description 2

Table 4-132 AC source SNMP IDs (component type 57)

Field SNMP ID
Name 1
Description 2

Table 4-133 Legacy AC generator system SNMP IDs (component type 57)

Name 1

Description 2

Generator Control Enable 10
Start Voltage Threshold 11
Stop Voltage Threshold 12
Minimum Runtime 13
Maximum Runtime 14
Start Condition 1 Name 20
Start Condition 1 Enable 21
Start Condition 1 Logic 22
Start Condition 1 Limit 23
Stop Condition 1 Name 30
Stop Condition 1 Enable 31
Stop Condition 1 Logic 32
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Table 4-133 Legacy AC generator system SNMP IDs (component type 57) (continued)

Field SNMP ID

Stop Condition 1 Limit 33
Start Condition 2 Name 40
Start Condition 2 Enable 41
Start Condition 2 Logic 42
Start Condition 2 Limit 43
Stop Condition 2 Name 50
Stop Condition 2 Enable 51
Stop Condition 2 Logic 52
Stop Condition 2 Limit 53
Start Condition 3 Name 60
Start Condition 3 Enable 61
Start Condition 3 Logic 62
Start Condition 3 Limit 63
Stop Condition 3 Name 70
Stop Condition 3 Enable 71
Stop Condition 3 Logic 72
Stop Condition 3 Limit 73

Table 4-134 Scheduled time span SNMP IDs (component type 61)

Field SNMP ID

Name 1
Description 2
Days to Run 10
Start Time 11
End Time 12
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Table 4-135 Alpha® external maintenance bypass switch (XMBS) SNMP IDs (component type 62)

Field SNMP ID
Name !
Description 2

Table 4-136 Thermal system SNMP IDs (component type 67)

Name 1
Description 2
Thermal Controller Assignment Rule 10
Filter Replacement Date 1"
Internal Temperature Name 100
External Temperature Name 101
System Temperature 1 Name 102
System Temperature 2 Name 103
System Temperature 3 Name 104

Table 4-137 Battery disconnect with latching contactor SNMP IDs (component type 68)

Name 1
Description 2
Disconnect Enable 10
Voltage Disconnect Threshold 11
Voltage Connect Threshold 12

Table 4-138 Cordex® HP 3kW hyperboost converter module SNMP |IDs (component type 69)

Field SNMP ID
Name 1
Description 2
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Table 4-139 Cordex® CXPS-HSS hyperboost system SNMP IDs (component type 70)

Field SNMP ID

Name 1

Description 2

System Number 3

System Serial Number 4

Converter Assignment Rule 10
Primary Output Display 11
Battery Overvoltage Protection Limit 12
Battery Safe Voltage 13
Battery Low Disconnect Voltage 14
Battery Fail Voltage 15
Battery Safe Charging Current 16
Load Bus Overvoltage Protection Limit 17
Load Bus Output Voltage 18
Load Bus Safety Startup Voltage 19
Load Bus Ramp Test 20
Battery Bus Float Voltage 21
Battery Bus Maximum Output Current 22
Battery Bus Reconnect Voltage 23
Load Bus Input Reconnect Voltage 24
Active Voltage Regulation Enable 25
Active Voltage Regulation Setpoint 26

Table 4-140 AC generator system SNMP IDs (component type 74)

Field SNMP ID

Name 1
Description 2
Generator Control Enable 10
Minimum Runtime 11
Equation Stability Delay 20
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Table 4-140 AC generator system SNMP IDs (component type 74) (continued)

SNMP ID

Statistics Time Period

|30

Table 4-141 DC generator system SNMP IDs (component type 75)

Name 1
Description 2
Generator Control 10
Minimum Runtime 11
Equation Stability Delay 20
Statistics Time Period 30

Table 4-142 Generator system start equation SNMP IDs (component type 76)

Name 1
Description 2
Equation 10
Start Logic 20

Table 4-143 Generator system stop equation SNMP IDs (component type 77)

Name 1
Description 2
Equation 10
Stop Logic 20

Table 4-144 Generator system start/stop condition SNMP IDs (component type 78)

Field SNMP ID
Name 1
Description 2
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Table 4-144 Generator system start/stop condition SNMP IDs (component type 78) (continued)

Field SNMP ID

Enable 10
True If 1
Limit 12

Table 4-145 Matrix™ distribution breaker panel SNMP IDs (component type 97)

Field SNMP ID

Name 1
Description 2
Breaker A1 Name 3
Breaker A2 Name 4
Breaker A3 Name 5
Breaker A4 Name 6
Breaker A5 Name 7
Breaker A6 Name 8
Breaker A7 Name 9
Breaker A8 Name 10
Breaker B1 Name 11
Breaker B2 Name 12
Breaker B3 Name 13
Breaker B4 Name 14
Breaker B5 Name 15
Breaker B6 Name 16
Breaker B7 Name 17
Breaker B8 Name 18

Table 4-146 Syslog destination SNMP IDs (component type 98)

Field SNMP ID

Name 1

Description 2
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Table 4-146 Syslog destination SNMP IDs (component type 98) (continued)

Field SNMP ID

Destination Enable 10
Server IP Address 11
Server Port 12
Server Transport Protocol 13
Server RFC Version 14

Table 4-147 Environment manager system SNMP IDs (component type 99)

Field SNMP ID

Name 1

Description 2

Modbus Device ID 5

Cooling Device Start Delay 10
Cooling Device Stability Delay 11
Fan Startup Min. Duration 12
Fan Startup Max. Duration 13
Air Conditioner Startup Min. Duration 14
Air Conditioner Startup Max. Duration 15
Air Conditioner Decompression Duration 16
Economy Temperature Threshold 17
Air Conditioner Temperature Threshold 18
Emergency Temperature Threshold 19
Emergency Temperature Min. Threshold 20
Staff Comfort Mode Duration 21
Staff Comfort Temperature Off Threshold 22
Staff Comfort Temperature On Threshold 23
Temperature Deviation Value 24
Purge Mode Voltage Trigger Threshold 25
Economy Cooling Fail Temperature Deviation 26
Main Fail Shutdown Duration 27
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Table 4-148 Generic fan SNMP |IDs (component type 100)

Field SNMP ID

Name 1

Description 2

Turn on Temperature in Economy Cooling 10
Turn off Temperature in Economy Cooling 11
RPM Calculation Slope 12
RPM Calculation Offset 13
Fan Min. Running Speed 14
Fan Max. Display Speed 15
Energy per Pulse 16
Energy Consumption Voltage Threshold 17
Fan Minimum Display Speed 18

Table 4-149 Generic air conditioner unit SNMP IDs (component type 101)

Field SNMP ID

Name 1
Description 2
Energy per Pulse 16
Voltage Threshold 17

Table 4-150 Website proxy SNMP IDs (component type 104)

Field SNMP ID

Name 1
Description 2
Address 3
Username 4

Table 4-151 EnVision™ energy router SNMP IDs (component type 105)

SNMP ID

Name 1
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Table 4-151 EnVision™ energy router SNMP IDs (component type 105) (continued)

Field SNMP ID

Description 2

S1 Name 100
S1 Remote Control 109
S1 Description 114
S1 Trip Current 115
S1 Wire Gauge 118

smart switch module.

This pattern repeats for EnVision™ smart switch modules (SSM) S2 to S12 by adding 30 to these IDs for each

Table 4-152 EnVision™ energy router distribution subsystem SNMP IDs (component type 106)

Field SNMP ID

Name 1

Description 2

Serial Number 3

Input Feeder Fuse Rating 4

Smart Switch Module Tripped Alarm Processing 10
Smart Switch Module Tripped Priority 11
Smart Switch Module Tripped Parameter 1 12
Smart Switch Module Tripped Custom Name Parameter 2 13
Smart Switch Module Hardware Fault Alarm Processsing Enable 14
Smart Switch Module Hardware Fault Alarm Processsing Priority 15
Smart Switch Module Hardware Fault Alarm Processsing Parameter 1 16
Smart Switch Module Hardware Fault Alarm Processsing Parameter 2 17
Smart Switch Module Short Circuit Alarm Processsing Enable 18
Smart Switch Module Short Circuit Alarm Processsing Priority 19
Smart Switch Module Short Circuit Alarm Processsing Parameter 1 20
Smart Switch Module Short Circuit Alarm Processsing Parameter 2 21
Smart Switch Module Over Temperature Alarm Processsing Enable 22
Smart Switch Module Over Temperature Alarm Processsing Priority 23
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Table 4-152 EnVision™ energy router distribution subsystem SNMP IDs (component type 106)

(continued)

Field SNMP ID

Smart Switch Module Over Temperature Alarm Processsing Parameter 1 24
Smart Switch Module Over Temperature Alarm Processsing Parameter 2 25
Smart Switch Module High Utilization Alarm Processsing Enable 26
Smart Switch Module High Utilization Alarm Processsing Priority 27
Smart Switch Module High Utilization Alarm Processsing Parameter 1 28
Smart Switch Module High Utilization Alarm Processsing Parameter 2 29
Smart Switch Module Turned off Alarm Processsing Enable 30
Smart Switch Module Turned off Alarm Processsing Priority 31
Smart Switch Module Turned off Alarm Processsing Parameter 1 32
Smart Switch Module Turned off Alarm Processsing Parameter 2 33
Smart Switch Module Locked out Alarm Processsing Enable 34
Smart Switch Module Locked out Alarm Processsing Priority 35
Smart Switch Module Locked out Alarm Processsing Parameter 1 36
Smart Switch Module Locked out Alarm Processsing Parameter 2 37
Smart Switch Module Invalid Config. Alarm Processsing Enable 38
Smart Switch Module Invalid Config. Alarm Processsing Priority 39
Smart Switch Module Invalid Config. Alarm Processsing Parameter 1 40
Smart Switch Module Invalid Config. Group Parameter 2 41

Table 4-153 Cordex® HP protocol bridge peripheral SNMP IDs (component type 107)

Field SNMP ID

Name 1
Description 2
Modbus Function Code 3
Duplex Mode Selection 4
Baud Rate 5
Stop Bits 6
Parity 7
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Field SNMP ID

Battery Address Range 1 Low 8

Battery Address Range 1 High 9

Battery Address Range 2 Low 10
Battery Address Range 2 High 11
State of Charge Register Address 12
State of Charge Value Type 13
State of Charge Byte Swap 14
State of Charge Offset 15
State of Charge Scale Factor 16
State of Health Register Address 17
State of Health Value Type 18
State of Health Byte Swap 19
State of Health Offset 20
State of Health Scale Factor 21
Battery Current Register Address 22
Battery Current Value Type 23
Battery Current Byte Swap 24
Battery Current Offset 25
Battery Current Scale Factor 26
Temperature Register Address 27
Temperature Value Type 28
Temperature Byte Swap 29
Temperature Offset 30
Temperature Scale Factor 31
Cycle Count Register Address 32
Cycle Count Value Type 33
Cycle Count Byte Swap 34
Fully Charged Alerts Register 1 Address 35
Fully Charged Alerts Register 1 Mask 36
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Table 4-153 Cordex® HP protocol bridge peripheral SNMP IDs (component type 107) (continued)

Charged Blocked Alerts Register 1 Address 37
Charged Blocked Alerts Register 1 Mask 38
Charged Blocked Alerts Register 2 Address 39
Charged Blocked Alerts Register 2 Mask 40
Failure Alerts Register 1 Address 41
Failure Alerts Register 1 Mask 42
Failure Alerts Register 2 Address 43
Failure Alerts Register 2 Mask 44

Table 4-154 Third-party lithium-ion battery module SNMP IDs (component type 108)

Field SNMP ID
Name 1
Description 2

Table 4-155 Third-party lithium-ion battery system SNMP IDs (component type 109)

Name 1

Description 2

Modbus Device ID 5

Charging Threshold Override 11
Discharging Threshold Override 12
Hysteresis Override 13
Battery Discharge Timeout 14
Battery Discharge Termination Voltage 15
Battery Discharge Termination on SoC 16
Battery Discharge Termination SoC 17
Battery Recharge Delay Timeout 18
Total Battery Capacity 19
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Table 4-156 Bluetooth device SNMP IDs (component type 110)

Field SNMP ID

Battery Serial Number 3
Bay ID 4
Shelf ID 5
Slot ID 6

4.7. Differences between SNMP versions
SNMPv1

SNMPv1 was the first development of the SNMP protocol supporting five core protocol data units (PDUs):
GET request, SET request, GETNEXT request, RESPONSE, and TRAP. With limited security, SNMPv1
provides the basic form of communication over SNMP.

SNMPv1 use TRAPs as its form of notification to report activities occurring in the SNMP agent to any
defined NMS. The SNMPv1 TRAPs are unsecured and limited in use, usually restricted to TRAPs like
device start up, device shutdown, linkup, and linkdown.

A description can be found in Request for Comments 1157 (RFC 1157) document.

SNMPv2

In addition to the protocol data units (PDUs) supported by SNMPv1, SNMPv2 supports two additional
PDUs: GETBULK request and INFORM request.

A description can be found in RFC 1901.

Four variations of SNMPv2 were defined to handle different security:

« Original SNMPv2 (SNMPv2p)
» Community-based SNMPv2 (SNMPv2c)
» User-based SNMPv2 (SNMPv2u)

* SNMPv2 star (SNMPv2*¥)

The controller supports the community-based variation (SNMPv2c).

The word TRAP refers to SNMPv1 TRAPSs, an unsolicited reporting protocol to report events occurring in
the agent.

SMPV2 does not define the same set of TRAPS, like start up, and uses a new data format for reporting
events. This new format is referred to as a NOTIFICATION.
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INFORM type NOTIFICATIONSs are supported in SNMPv2. INFORMS are acknowledged form of TRAPs
providing a higher level of integrity to the reporting of an event.

The controller supports SNMPv2c NOTIFICATIONs and GET requests, which are compatible SNMPv1
GET requests as well as limited compatibility with SNMPv1 TRAPs.

RFC 1908 covers compatibility between SNMPv1 and SNMPv2.

The following table summarizes the difference between an SNMPv1 TRAP and an SNMPv2
NOTIFICATION.

Table 4-157 SNMPv1 traps versus SNMPv2 notification

SNMPv1 trap SNMPv2 notification

Contains the agent address. Does not contain the agent address.

Has information about the specific TRAP and generic Has the TRAP OID in the second VarBind.
TRAP information.

Does not have an error index and status. Has an error index and status.

Does not support acknowledged TRAPs. Supports acknowledged NOTIFICATIONS.

Another difference in an SNMPv1 NMS, is the way it performs a MIB WALK. When doing a WALK with an
SNMPv1 NMS tool, it is necessary to filter out empty values that show up in a sparsely populated area of
a MIB.

SNMPv3

SNMPv3 was developed to significantly improve security. SNMPv3 includes a requirement to sign in or
authenticate. The password of the user account admin or a security name is used as authentication key
or encryption key to secure the SNMPv3 connection. In addition, authentication encryption protocol (MD5
or SHA) and privacy encryption protocol (DES or AES-128) are used to secure the authentication and
data transfer. A description can be found in:

* RFC 3410 Introduction and Applicability Statements for Internet Standard Management Framework
* RFC 3411 An Architecture for Describing SNMP Management Frameworks

* RFC 3412 Message Processing and Dispatching

* RFC 3413 SNMP Applications

* RFC 3414 User-based Security Model

* RFC 3415 View-based Access Control Model

* RFC 3416 Version 2 of SNMP Protocol Operations

* RFC 3417 Transport Mappings.
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